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Abstract

Bluetooth is a wireless data-transfer protocol used by billions
of heterogeneous devices, including vehicles, smartphones,
and laptops. Bluetooth devices are affected by security issues,
whose automated large-scale testing is challenging. In this
work, we focus on Bluetooth Classic (BC) as there is no com-
prehensive open-source security testing framework. We fill
this gap by designing and implementing BlueToolkit, a new
BC security testing framework for automating recon, exploit
testing, and report generation. Our tool tests the target over
the air using a black-box approach, thus without prior hard-
ware or software configuration knowledge. BlueToolkit tests
44 design and implementation exploits from six databases,
including critical Machine-in-the-Middle (MITM), Remote
Code Execution (RCE), and Denial of Service (DoS) ones.
Moreover, it is extensible via a configuration system based on
YAML files, allowing, among others, the integration of future
exploits.

Despite the rise of Bluetooth usage in vehicles, its secu-
rity in the automotive domain has been widely overlooked.
We address this challenge using BlueToolkit to perform a
comprehensive security assessment of real-world automotive
In-Vehicle Infotainment (IVI) units. We evaluate 22 vehicles
produced between 2016 and 2023 from 14 leading manufac-
turers. Each car underwent up to 44 tests, including design
and implementation attacks, resulting in a total of 891 tests
and 128 vulnerabilities. We also present four attacks we dis-
covered during the experiments with the help of BlueToolkit.
Our evaluation demonstrates that automotive Bluetooth secu-
rity posture is inadequate and that BlueToolkit is effective in
real-world use cases. We responsibly disclosed our findings
to all affected vendors and open-sourced BlueToolkit.

1 Introduction

Bluetooth is a pervasive wireless communication technology,
currently at version 6.0, defined in an open standard [15]. It
has two main transport protocols: Bluetooth Classic (BC) and
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Bluetooth Low Energy (BLE). The former is optimized for
high-throughput applications requiring reliable, high-speed
data transfer, such as wireless speakers and file transfers. BLE
is designed for ultra-low power devices, such as fitness track-
ers and smart home devices. This paper focuses on BC as we
further explain in Section 3.1. Unless otherwise specified, we
refer to Bluetooth Classic as BC or simply Bluetooth.

Previous research uncovered critical Bluetooth security
design [4, 7-9, 20, 21, 35, 38, 50, 76, 83] and implementa-
tion [2, 31] flaws either manually, via formal verification,
or through fuzzing. Some of these vulnerabilities have been
fixed in the standard, but device vendors are not guaranteed
to address them in their Bluetooth stack implementations.
These vulnerabilities have a large-scale impact as they are
exploitable on any device using Bluetooth security protocols,
i.e., billions of devices.

Performing comprehensive Bluetooth security testing is
challenging and time-consuming. Proof of Concepts (PoCs)
available for known Bluetooth design and implementation
vulnerabilities are scattered across different sources and are
not interoperable. Available Bluetooth security tools focus on
reverse-engineering [53] and fuzzing [31]. However, we lack
a Bluetooth security testing framework supporting design and
implementation exploits from different sources, enabling us
to test them automatically and at scale.

We fill this gap by developing BlueToolkit, a new extensible
framework for Over The Air (OTA) Bluetooth security testing.
The tool performs a recon phase to gather information about a
target configuration. Then, it runs a series of exploits against
a target in a black-box manner. Finally, it produces a report
that is machine- and human-readable.

BlueToolkit allows testing of existing design and imple-
mentation attacks from different sources, including Blue-
Borne [72] and BrakTooth [31]. BlueToolkit supports multiple
exploits requiring distinct radio devices. More can be added
using a high-level configuration system based on YAML files.
We implemented BlueToolkit for BC and validated it with a
large-scale automotive case study. However, our implementa-
tion can be used in any other Bluetooth domains, including
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mobile, smart homes, and IoT. Moreover, our implementation
can be easily extended to support BLE, which can be an added
value in other case studies.

The lack of systematic, large-scale, and comprehensive
evaluation of Bluetooth security in the automotive domain cre-
ates the perfect test case for BlueToolkit. A paper in 2022 [5]
evaluated two protocol-level vulnerabilities on a limited sam-
ple of three cars. Another work from 2017 [17] presented a
framework for automotive Bluetooth security testing based on
attack trees and focusing on data extraction attacks. In [67],
the authors found an implementation-specific bug on the An-
droid Automotive Bluetooth stack, enabling several privacy
threats.

We address this research gap by using BlueToolkit to eval-
uate 22 vehicles from 14 manufacturers produced between
2016 and 2023. This first large-scale evaluation of automo-
tive Bluetooth provides many valuable real-world insights. It
shows the poor security of Bluetooth implementations across
vehicles from different vendors and the adoption delay of
newer Bluetooth versions, with newly sold cars using ver-
sions over 10 years old.

While conducting our experiments on vehicles, we discov-
ered four attacks. Three of them are implementation-specific
issues enabling authentication bypass or information leakage.
The fourth allows the compromise of user accounts protected
by 2FA on the Internet. We discuss mitigations and recommen-
dations on how to deal with our empirical findings. We respon-
sibly disclosed the found vulnerabilities while conducting our
experiments ethically (see Section 8.1 and Appendix A).

We summarize our contributions as follows:

* To address the lack of a comprehensive and automated
Bluetooth security testing framework, we design and
implement BlueToolkit. Our tool is black-box, low-cost,
and extensible to handle existing and future Bluetooth
design and implementation issues. It currently covers all
known BC exploits with available PoCs.

* We evaluate BlueToolkit in a large-scale security eval-
uation of automotive Bluetooth. We test 22 cars from
14 popular manufacturers. We find 128 vulnerabilities,
including 21 design and 46 implementation ones.

* We uncover and test four novel and impactful Bluetooth
vulnerabilities: PBAP Extraction, Just Works Central
Downgrade, No Numeric Comparison, and a User Ac-
count Takeover.

* BlueToolkit is open-source and available at https://
github.com/sgxgsx/BlueToolkit.

2 Background

We present the necessary background information about Blue-
tooth, BLE, and their typical usage within the automotive
domain.

2.1 Bluetooth

Bluetooth is a standard technology for short-range wireless
communication maintained by the Bluetooth Special Inter-
est Group (SIG). Its latest version 6.0 [15] was released in
2024. Bluetooth has two transports: BC, for high-throughput
and connection-oriented use, such as audio streaming or data
transfer, and BLE for low power and connectionless usage,
such as notifications and contact tracing. BC and BLE pro-
vide standard profiles to address common wireless services,
such as audio and file transfer, or notifications and messages
management.

The Bluetooth stack is implemented by two components:
the Host and the Controller. The Host manages high-level
procedures, such as data exchange and establishing logical
channels. The Controller takes care of the low-level function-
alities, like managing the link layer and physical layers.

In Bluetooth communication, devices operate as a Central
or Peripheral. The Central is the connection initiator, scan-
ning for available devices, establishing connections, and start-
ing security procedures. A Peripheral broadcasts advertising
packets to announce its availability and accepts connection
requests from a Central. Central and Peripheral roles are fixed
in BLE, while BC allows devices to switch roles dynamically.

2.2 Bluetooth Security

Bluetooth security relies on two protocols: pairing and ses-
sion establishment. Pairing establishes a long-term key called
the Pairing Key (PK) and offers user-assisted authentication,
known in the standard as an association. Two common au-
thenticated associations are Numeric Comparison (NC) and
Passkey Entry (PE) and require hardware devices with both
input and output capabilities. There is also an unauthenticated
association called Just Works (JW), which all devices support.
Session establishment generates a Session Key (SK), which
encrypts the current session.

For BC, the Controller manages pairing (known in the stan-
dard as Secure Simple Pairing (SSP)) and session establish-
ment using the Link Management Protocol (LMP). For BLE,
the Controller manages session establishment, and the Host
manages pairing. Bluetooth security has two modes: Secure
Connections (SC) and Legacy Secure Connections (LSC). SC
relies on standard cryptographic primitives and mechanisms,
like ECDH and AES-CCM, while LSC employs legacy ones,
including EO and SAFER+, for backward compatibility.

Bluetooth is affected by design and implementation vul-
nerabilities and related attacks. Design flaws typically target
the protocol flaws in pairing or session establishment and are
effective on every compliant Bluetooth device using them. In
contrast, implementation issues may vary across devices from
different vendors and include issues such as pairing bypass,
or memory corruption vulnerabilities leading to Remote Code
Execution (RCE) or Denial of Service (DoS).
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2.3 Automotive Bluetooth

The automotive industry widely uses Bluetooth to provide
wireless services in vehicles. Today, around 87% of all newly
sold cars offer Bluetooth connectivity, and around two-thirds
of cars currently on the road have it [34]. In 2001, the first
Bluetooth hands-free car kits were introduced [14]. Currently,
the majority of cars with Bluetooth support BC exclusively.
Only a single car in our study supported simultaneous BLE
and BC dual-mode.

The component that offers the most Bluetooth services
in automotive is the In-Vehicle Infotainment (IVI), which
typically supports Message Access Profile (MAP), Hands-
Free Profile (HFP), Phone Book Access Profile (PBAP), and
Advanced Audio Distribution Profile (A2DP). MAP allows
exchanging messages between devices. It is tailored for auto-
motive use cases, and it allows for the reading, listing, sending,
and managing of SMS, MMS, and potentially instant messag-
ing and emails. HFP enables hands-free functionalities such
as handling phone calls or interacting with the voice assistant
without manually interacting with the smartphone. PBAP al-
lows syncing contacts from a smartphone, enabling features
like displaying contact information or starting a call from the
IVI. A2DP allows audio streaming and, in modern vehicles, it
can be used with more advanced audio-related functionalities
such as Advanced Audio Coding (AAC) or Qualcomm audio
processing technology (aptX).

3 Motivation and Threat Model

Here, we motivate this work and introduce its threat model.

3.1 Motivation

There is a vast body of literature concerned with Bluetooth
security. Some works uncovered design vulnerabilities and
attacks on pairing [8,20,21,38,74,83] and session establish-
ment [2,7,9]. Others presented implementation flaws and
related threats [61,72]. The presented security issues often
result in critical exploits allowing, among other things, to
impersonate and MITM devices, get 0-click RCE, or DoS a
connection. The exploits have a large-scale impact as they
affect heterogeneous devices, including vehicle IVIs.
Despite the many known design and implementation se-
curity vulnerabilities, there is no comprehensive Bluetooth
security testing tool. Prior research presented fuzzers focus-
ing on implementation-specific vulnerabilities [1,31,37,63,
64,70]. Internalblue [53] and BrakTooth [31] implemented
some protocol-level attacks like KNOB [9], NiNo [38], and
FCIC [12]. However, many existing protocol-level attacks
are provided with PoC code that is hardware-dependent and
often difficult to test and reuse. Some examples include the
toolkits provided by the authors of KNOB [9], BIAS [7],
method confusion [83], and BLUFFS [4]. Hence, we still lack

a tool capable of quickly and systematically testing Bluetooth
exploits.

Several security testing tools exist for BLE [32, 42, 78].
However, they cannot be used for BC as the two have different
link and physical layers, security mechanisms, and primitives.
Notably, the latter is more challenging to test as its security
mechanisms are implemented in the Controller, and there is no
open-source Controller, while there are multiple open-source
BLE implementations. Hence, we need a comprehensive BC
testing tool.

The research community’s limited understanding of auto-
motive Bluetooth security is the second issue motivating this
work. Vehicles, including cars, trucks, and motorbikes, rely
on BC for many sensitive services, like contact sharing and
hands-free calls (as introduced in Section 2.3). However, only
one recent paper [5] provides experimental evidence of in-
securities in automotive Bluetooth. The paper offers partial
insights into the KNOB and BIAS attacks, which were man-
ually tested against four IVI found in cars manufactured by
KIA, Toyota, Suzuki, and Skoda. We still lack a systematic
case study on automotive Bluetooth security and an effective
tool for conducting such a case study.

This work addresses the two mentioned gaps by presenting
a new and effective BC security testing framework and a sys-
tematic automotive Bluetooth security evaluation. Our work
validates the tool and raises new concerns about automotive
Bluetooth security.

3.2 Threat Model

System Model Our system model includes two BC devices
that want to communicate securely, such as a driver’s smart-
phone and their car IVI. The devices are paired and can estab-
lish secure sessions. The user accepted the prompts asking for
data to be shared among the devices. Hence, the IVI stores
the user’s contacts, call history, emails, and SMS, and accepts
hands-free commands. The user does not necessarily own
both devices. For example, users can rent, borrow, or share a
car and pair their smartphone with its IVL.

Attacker Model We consider a proximity attacker within
Bluetooth range of the target device. They can sniff, inject,
modify, drop, record, replay, reflect, and redirect messages to
and from the target device (i.e., a Dolev-Yao [24] attacker).
The attacker knows public information about the target, such
as their Bluetooth address and name. In some scenarios, the
attacker may have limited physical access to a target device.
For example, an attacker can try to tamper with the IVI of a
rented vehicle.

The attacker targets BC design and implementation flaws.
They aim at establishing MITM position between devices
or impersonating a device by exploiting design flaws, like
KNOB. Moreover, they want to bypass BC security proto-
cols, DoS existing sessions, or achieve RCE by exploiting
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Figure 1: BlueToolkit overview. A user performs black-box
recon and exploitation tests on a target OTA.

implementation issues on the target Bluetooth stack.

4 Design

We present the design of BlueToolkit, a framework for effec-
tive Bluetooth security testing. We set its design requirements,
describe its architecture, and compare it with state-of-the-art
BC security tools.

4.1 Requirements and Architecture

We set four design requirements for BlueToolkit: black-box,
high coverage, extensible, and usable. Next, we describe how
we address them in our architecture.

4.1.1 Black-box

We propose a black-box design for BlueToolkit as shown in
Figure 1. The tool tests a target OTA and does not require
information about the target software, which is usually closed-
source and device-specific, nor access to the target hardware,
like debugging ports. This black-box approach provides scala-
bility, enabling testing of any BC device in a semi-automated
fashion. The tool needs only the target’s Bluetooth address to
work; then, it performs the following three phases.

Recon The recon(naissance) phase collects operational and
security-relevant parameters for the upcoming exploitation
phase. It acquires the target’s Bluetooth capabilities, e.g., con-
nectable, pairable, and discoverable states and features, in-
cluding Bluetooth versions, supported transport layers, and
profiles. Moreover, it discovers the target’s security configu-
ration, including support for SSP, SC/LSC, and association.

Execute Exploits The exploitation phase runs a series of
tests based on the recon information and the user preferences.
The tool can run one, multiple, or all tests from a catalog.
Currently, we support five test classes covering BC design and
implementation issues: MITM, RCE, authentication bypass
(AB), information leakage (IL), and DoS. Each test has a

termination condition to check success or failure. For example,
when testing a DoS attack, the tool waits for 50 seconds and
then tries to check if the IVI is connectable and pairable to
check whether the exploit is successful. A testing session can
be stopped and resumed using a checkpoint to save time.

Report Once the recon and exploitation phases are com-
pleted, BlueToolkit generates a report. The report contains
the recon information and the list of executed exploit tests
and their outcomes. The report is a JSON file and is readable
by humans and machines. Figure 3 shows a report excerpt.

4.1.2 High Coverage

BlueToolkit has high coverage as it covers Bluetooth design
and implementation issues. This is regardless of the target’s
hardware and software configuration, including the supported
Bluetooth version, security mode, and association. Typical
black-box security tools like fuzzers focus on discovering new
implementation bugs, while PoC repositories test a specific
design or implementation flaw. Instead, our tool does active
recon and tests various design and implementation exploits.

4.1.3 Extensible

BlueToolkit is extensible thanks to the abstraction layer it
uses to represent recon tests, exploit tests, and testing hard-
ware. The tool uses configuration files and provides a high-
level API to integrate exploits from known repositories, like
BrakTooth [31], and add new ones, like those discussed in
Section 6.

BlueToolkit supports multiple testing hardware periph-
erals such as an ESP32 dongle (used for BrakTooth) or a
Nexus 5 device (used for KNOB). This is helpful because
exploits PoCs often require specific hardware, and porting
them to a different platform would require additional reverse-
engineering work or may not be feasible.

The configuration module allows users to set relevant test-
ing parameters such as exploit name, author, type, target Blue-
tooth versions, and commands to run. It enables testing an
exploit or its variations without requiring deep technical ex-
pertise. For example, a user can test KNOB downgrades with
different entropy values without knowing how to patch LMP
in a BC firmware.

The modular and configurable nature of BlueToolkit en-
ables the straightforward extensibility towards BLE in the
future. The extension requires collecting and developing re-
con and exploit tests for BLE, introducing additional hardware
support, and updating the configuration engine accordingly.

4.1.4 Usable

BlueToolkit is usable as it abstracts complex details using
a high-level APIL. As a result, using and extending the tool
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Table 1: Comparison between BlueToolkit and RE and
fuzzing BC security tools and PoC exploits.

Name Type How Tests
BlueToolkit (new) SecTest OTA Rec, Des, Impl
InternalBlue [53] RevEng OTA Des, Imp
Frankenstein [70] Fuzz Rehost  Imp
BlueSpec [63] Fuzz OTA Imp
BrakTooth [31] Fuzz OTA Imp
L2Fuzz [64] Fuzz OTA Imp
VirtFuzz [37] Fuzz VirtlO  Imp
BloomFuzz [1] Fuzz OTA Imp
KNOB [9] PoC OTA Des
BIAS [7] PoC OTA Des
MethConf [83] PoC OTA Des
BLUFFES [4] PoC OTA Des
BlueBorne [72] PoC OTA Imp
BleedingBit [73] PoC OTA Imp
BleedingTooth [61] PoC OTA Imp

requires minimal knowledge and engineering effort compared
to deploying the individual tests (similar to Metasploit [66]).
For example, the user can configure a test via a file or write a
new one by reusing an existing one.

BlueToolkit is also easy to install and run. It relies on open-
source software and low-cost commodity hardware. It uses
Linux’s Bluetooth subsystem (Bluez and kernel driver) and
cheap and configurable Bluetooth controllers like ESP32 or
Raspberry Pi chips. It includes a build script to download and
install the necessary code and dependencies. It provides a
scriptable Command Line Interface (CLI) to run the tests and
automatically generate a report. It also enables the saving and
restoration of testing sessions.

4.2 Tools Comparison

Table 1 shows how BlueToolkit advances the state of the art of
Bluetooth security testing tools. Unlike the other tools, it can
perform recon, design, and implementation vulnerability test-
ing and reporting. It allows the embedding of known design
and implementation exploits from popular fuzzers or PoC
repositories. However, it can be extended with new recon and
exploitation tests, including the ones we present in Section 6.

5 Implementation

We implement BlueToolkit using open-source software and
low-cost hardware. We tested our implementation on Ubuntu,
but it should run on any Debian-based distribution. Next, we
describe how we implemented the BlueToolkit’s configuration

name: "au_rand_flooding"
author: "Braktooth team"
type: "DoS"
mass_testing: true
bt_version_min: 2.0
bt_version_max: 5.4
hardware: "esp32"
command: "./bin/bt_exploiter --host-port=/dev/ttyUSBl
« --exploit=au_rand_flooding --random_bdaddress"
parameters:
- name: "--target"
type: "str"
name_required: true
help: "Target MAC address"
required: true
is_target_param: true
parameter_connector: "="
log_pull:
in_command: false
from_directory: true
relative_directory: true
pull_directory:
<  "modules/tools/braktooth/wdissector/logs/Bluetooth"
directory:
change: true
directory: "modules/tools/braktooth/wdissector"

Listing 1: braktooth_au_rand_flooding.yaml.

module and recon/exploit test catalog.

5.1 Configuration Module

Our implementation provides a configuration module to de-
scribe and set recon tests, exploitation tests, and testing hard-
ware. The module uses YAML, a well-supported, readable,
and open markup language. BlueToolkit already provides a
collection of YAML files for recon and exploitation tests and
for required testing hardware. Adding a new test is simple, as
someone can start from an existing YAML file.

The YAML design and implementation exploit files
follow a naming scheme where the prefix indicates the
test source, followed by the name of the test. For ex-
ample, braktooth_knob.yaml allows to run the KNOB
attack from the BrakTooth fuzzer repository. We reuse
tests from the bleedingtooth,blueborne, braktooth, and
internalblue toolkits. The reconnaissance and custom
files are based on new tests we developed as part of this work.

Listings | shows braktooth_au_rand_flooding.yaml.
The file contains the exploit name, author, and type, and al-
lows configuring and running the AURAND flooding DoS ex-
ploit from BrakTooth. The file enables setting the target Blue-
tooth versions (between 2.0 and 5. 4), and the tester hardware
(esp32). The configuration module parses the YAML file,
pulls the necessary code, and runs the test via the command
field. The command can use arbitrary programs, e.g., python
or bt_exploiter.

The module supports three hardware profiles: ESP32,
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name: "esp32

description: "ESP 32 board for braktooth exploits"
setup_verification: ""
needs_setup_verification: true

working directory: "/braktooth/wdissector"
bt_version min: 4.0

bt_version _max: 5.3

Listing 2: esp32.yaml.

Nexus 5, and Linux (default). It allows reusing hardware-
specific tests, such as InternalBlue ones, without re-
implementing them for a new platform. For example, Listing 2
shows the hardware YAML for the ESP32 profile. The file
contains information about a specific hardware device and
points to a setup_verification script that allows the sys-
tem to verify hardware availability. The hardware check is
implemented in setupverification.py.

Adding extra hardware profiles is straightforward. One
has to write a YAML file with the relevant information and
provide the system with a way to check if the device is con-
nected and functioning by implementing a static method in
the setupverification.py. If the device requires any extra
dependencies, it must also provide an installation script that
shall be located in the installation folder.

5.2 'Tests

Our BlueToolkit implementation supports 44 tests: 7 recon
tests, 6 design exploit tests, and 31 implementation exploit
tests. Next, we describe each test in more detail.

5.2.1 Recon

The reconnaissance tests (R1-R7), listed in Table 2, use Blue-
tooth discovery (inquiry) packets or interact with the target to
obtain preliminary knowledge about a device. They include
generic recon tests such as checking if a target supports SC,
BLE, or SSP, but also automotive-specific ones to check if
an IVI is rebootable or accepts connection requests without
opening the settings.

The recon tests allow a more efficient and specific exploita-
tion testing phase. For example, knowing that SC is not sup-
ported allows skipping tests for SC related vulnerabilities.
The R1 test (IVI is not rebootable) is the only one requiring
manual intervention. The user must physically interact with
the car after connecting with the IVI system via Bluetooth
to test under which conditions the vehicle disconnects. For
example, if shutting down the vehicle shuts down also, the
IVI or not.

Table 2: Seven recon tests implemented in BlueToolkit.

ID Name

R1 IVIis not rebootable

R2  Not only IVI can initiate a conn.
R3  SC not supported

R4  Always pairable

R5 EOused

R6  SSP not supported

R7 BLE available

Table 3: Six design tests implemented in BlueToolkit. D6 is a
new information leakage (IL) attack.

ID Name Type
D1 Method Confusion MitM
D2 NiNo MitM
D3  Invalid Curve Attack MitM
D4 KNOB MitM
D5  Legacy Pairing MitM

D6 PBAP Extraction (new) IL

5.2.2 Exploit Selection

We reviewed the state of the art and first collected all known
design and implementation exploits for Bluetooth (Classic
and Low Energy). Our sources include research papers, se-
curity conferences, and standalone code repositories across
the past 10 years. This yielded 63 vulnerabilities overall. We
aggregated the information in a table and enriched it with
status, name, type, affected Bluetooth versions, the year it
was released, Common Vulnerabilities and Exposures (CVE)
number, and CVSS score.

As in this work we focus on available PoCs, we narrowed
the candidates down to 43 concrete exploits, excluding those
requiring unavailable hardware or without an implementation.
Whether anything changes in the future, an exploit can easily
be added to BlueToolkit. From the collected exploits, we
finally implemented 6 design and 31 implementation exploits
as tests in BlueToolkit. Since we cannot fit all the exploits into
the paper, we point to the full collection, which is available in
BlueToolkit repository.

5.2.3 Design Exploits

Table 3 describes the 6 design exploits (D1-D7) supported by
BlueToolkit. They include method confusion, NiNo, invalid
curve attacks, KNOB, and legacy pairing. The list includes
PBAP Extraction (D6), a new Information Leakage (IL) attack
we discovered. The attack is presented in Section 6.1.
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Table 4: BlueToolkit has thirty-one implementation tests (new
ones are in bold). I1-I8 are Remote Code Execution (RCE),
including zero-click ones. 19 and I11 are authentication by-
passes (AB), including two new attacks (I10 and I11). 112-131
are BrakTooth (Brkt) DoS exploits.

ID Name Type
I1  BleedingTooth BadChoice RCE
12 BleedingTooth BadKarma RCE
13 BleedingTooth BadVibes RCE
14 CVE-2018-19860 RCE
I5  BlueBorne CVE-2017-1000250 RCE
16  BlueBorne CVE-2017-0785 RCE
17 BlueBorne CVE-2017-1000251 RCE
18  Braktooth Inv. Feature P. Exec. RCE
19 CVE-2023-45866 AB

110  No Numeric Comparison (new) AB

I11  JW Central Downgrade (new) AB

I12  Brkt au rand flooding DoS

113 Brkt feature response flooding DoS

14  Brkt feature req ping pong DoS

I15  Brkt paging scan disable DoS

116  Brkt wrong encapsulated payload DoS

117  Brkt duplicated iocap DoS

118  Brkt Imp overflow 2dh1 DoS

119  Brkt Imp overflow dm1l DoS

120  Brkt Imp auto rate overflow DoS

121  Brkt sdp oversized element size DoS

122 Brkt Imp invalid transport DoS

123 Brkt Imp max slot overflow DoS

124 Brkt repeated host connection DoS

125  Brkt duplicated encapsulated payload DoS

126  Brkt sdp unkown element type DoS

127  Brkt truncated sco link request DoS

128  Brkt truncated Imp accepted DoS

129 Brkt invalid setup complete DoS

I30  Brkt invalid max slot DoS

I31  Brkt invalid timing accuracy DoS

Our tests check if a target is vulnerable to a MITM attack
without the need to actively MITM a connection. This type
of test is common for Bluetooth, where implementing a full
MITM is not straightforward because of frequency hopping
and synchronization issues at the link layer and unavailable
open source BC firmware or software-defined radio (SDR)
stacks.

5.2.4 Implementation Exploits

Table 4 lists the 31 implementation exploits (I1-I31) imple-
mented by BlueToolkit. We support eight RCE tests. Among
these tests, we reuse popular and critical RCE samples from
the literature like BlueBorne and BleedingTooth. We include
three Authentication Bypass tests checking if the target uses

mis-implemented BC security protocols. No Numeric Com-
parison (110) and JW Central Downgrade (111) are new and
described in detail in Sections 6.3 and 6.2. The third one
(I9) is an issue affecting the Human Interface Device (HID)
profile of BlueZ.

We also support twenty DoS tests from BrakTooth. A DoS
crashes the target temporarily or permanently. A permanent
crash state requires a device reboot, while a temporary crash
causes the device’s Bluetooth service to restart without pow-
ering it off and on. Moreover, a crash can be partial or full. A
partial crash can result in the device not being discoverable
but connectable and pairable, in which case existing connec-
tions remain active. Alternatively, it can result in a device
that is neither discoverable nor connectable or pairable for a
specific time, which depends on the implementation.

6 New Attacks

Next, we describe four new attacks discovered during our
research—the attacks sometimes chain (novel) BC design
and implementation flaws. The work on BlueToolkit was
instrumental in discovering the attacks, allowing us to scale
the tests of newly observed unexpected behaviors.

6.1 PBAP Extraction

The PBAP Extraction attack enables an attacker who can
physically interact with an IVI to leak the contacts of paired
Bluetooth smartphones via re-pairing. It is a design exploit
as it abuses PBAP, a Bluetooth profile, to sync phone con-
tacts between paired BC devices. In the automotive context,
the smartphone is the PBAP server that sends its contacts
to the IVI acting as the PBAP client. The attack is caused
by improper access control management on the IVI between
re-pairing events. Hence, we classify it as a design exploit
and label it D6 in Table 3. Being a design issue, the attack can
work against any PBAP client (other than a vehicle). However,
the physical access requirement is not realistic when applied
to other domains, which makes it unlikely to be exploited.

The PBAP extraction attack relies on re-pairing to a victim
IVI while impersonating a trusted smartphone that already
shared its contact with the IVI. The attacker connects to the
IVI using the Bluetooth address of the victim’s smartphone
and pairs with the IVI using whatever association is required.
Then, they disable contact synchronization to avoid overrid-
ing the victim’s contacts stored on the IVI. As a result, the
IVI thinks it was repaired with the victim’s smartphone and
shows the victim’s contacts on the screen, and the attacker
can exfiltrate them.

The PBAP extraction attack is particularly effective on
rented and shared cars. These cars usually contain phone con-
tacts from past drivers, and the attacker has sufficient time to
extract the contacts without being bothered or noticed. More-
over, the attack can be performed even when the engine is
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off since some vehicles’ IVI systems work regardless of the
engine state. It is effective regardless of the association mech-
anism supported by the IVI, including NC and PE. Its main
limitation is scalability because it requires manual interaction
with the IVI to extract the contacts.

6.2 Just Works Central Downgrade

The JW Central Downgrade is an attack chaining an imple-
mentation issue we found and NiNo, a known protocol-level
attack [38]. The chain establishes a persistent MITM position
between the victim’s IVI and smartphone while bypassing
pairing authentication. The attack is labeled as I11 in Table 4.

The implementation flaw relates to IVI vendors improperly
enforcing authentication while pairing. We discovered that
some IVIs reject unauthenticated pairing from a Central but
accept it from a Peripheral. Hence, whenever a vulnerable
I'VI starts the pairing process (Central), a MitM attacker can
downgrade pairing to JW, which is not authenticated, and
break the confidentiality, authenticity, and integrity of pairing
and subsequent sessions.

6.3 No Numeric Comparison

The No Numeric Comparison attack enables the establishment
of a MITM position between an IVI and a smartphone even
if they use NC authentication, which is supposed to protect
against MITM attacks. It is labeled as I10 in Table 4.

The attack is enabled by an implementation-level vulner-
ability: certain IVIs do not implement the NC dialog as part
of their user interface and automatically accept NC in the
background. As a result, an attacker can get a MITM posi-
tion between the devices without user interaction (i.e., O-click
attack). Other IVIs show a Yes/No confirmation dialog with-
out the numeric code, preventing the user from authenticating
pairing. In these cases, the attacker still gets a MITM position,
but requires the victim to confirm the connection.

6.4 User Account Takeover

The User Account Takeover attack chains a MitM attack (like
No NC or JW Central Downgrade) with a two-factor authen-
tication (2FA) account attack. The intercepted account data
is a 2FA SMS or email via MAP or an account confirmation
phone call via HFP. The attack shows that a Bluetooth attack
can reach a broader scope than expected, i.e., compromise an
Internet account via a short-range wireless technology. No
prior automotive Bluetooth work demonstrated this capability,
but it was shown in other contexts, such as mobile [6].

The attack resets and takes over a victim’s online account
protected with SMS or call-based 2FA. While MAP theoret-
ically supports email and instant messaging, we could only
find implementations with SMS support. Hence, we focus on

Table 5: Top ten vehicle manufacturers by sales [56] and
revenue [29] in 2023. The 14 manufacturers we tested are in
italics.

Rank Sales Revenue
1 Toyota Volkswagen
2 Volkswagen Toyota
3 Hyundai-Kia Stellantis
4  RNMA Ford
5  Stellantis General Motors
6  General Motors  Mercedes-Benz
7 Honda BMW
8 Ford Honda
9  Suzuki Hyundai
10 BYD SAIC

the phone number as a 2FA means. It requires the following
five steps:

1. Establish a MITM position between the victim hardware.
2. Retrieve the victim’s phone number. This can be done

by accessing SMS metadata, sending an SMS to itself
via MAP, or calling itself via HFP.

3. Use an OSINT tool, like predictasearch [49], to find
victim accounts linked to their phone number.

4. Trigger account reset (or a login flow if the attacker
knows the account password) for those with SMS 2FA.

5. Intercept the 2FA code sent via MAP (SMS), then use
these codes to take over the account.

The attack is effective on Android and iOS smartphones.
Old Android versions (pre-2019) do not require a prompt con-
firmation to enable MAP or HFP. In contrast, new Android
versions require users to manually confirm each re-pairing.
On i0S, the user needs to grant permissions manually via set-
tings. However, the permissions are not reset when a device
is re-paired, allowing an attacker spoofing a legitimate device
to automatically be granted the same permissions.

We highlight that this multi-stage attack is possible not
because of some implementation-level flaws but because the
standard allows those actions to be performed and does not
specify how to handle MAP and HPF settings and permissions.
Hence, we classify it as a design-level issue related to these
two Bluetooth profiles.

We also clarify that BlueToolkit does not provide a ded-
icated test for this attack as it goes beyond its capabilities,
involving multiple steps and complex browser interaction.
However, we developed a specific tool to carry out our User
Account Takeover attack, and it is available at https://an
onymous.4open.science/r/mapAccountHijack-8B53/.
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7 Evaluation

We evaluate BlueToolkit on 22 vehicles, covering a large
part of the current automotive market. Our evaluation shows
that BlueToolkit is systematic, scalable, and effective. The
results highlight a concerning trend: car manufacturers exhibit
poor Bluetooth security practices. On average, brand-new
vehicles run Bluetooth versions that are over seven years
outdated, and security updates are rare. As a result, vehicle
vulnerabilities will remain an issue for the foreseeable future.
Next, we describe our evaluation setup and results.

7.1 Experimental Setup

For a broad real-world evaluation, we need access to different
types of vehicles from popular vendors and manufacturers.
Access to cars was provided by a governmental department,
which gave us access to their collection of 22 cars from 714
popular manufacturers. While some vehicles were available
only in the early development phase of BlueToolkit when not
all exploits were implemented, we decided to include them
in the evaluation and mark them as partially tested. All tested
cars supported BC, and only a single car supported simulta-
neous operation of BLE and BC, illustrating the motivation
to focus on BC for this work.

The car market is highly dynamic, with significant shifts
seen in global market shares in recent years due to the rise of
electric vehicles in many countries. We selected the test vehi-
cles for our Bluetooth security studies based on the most
popular manufacturer in terms of sales and revenues. Ta-
ble 5 shows the rankings for these two popularity metrics
for 2023. Among the listed manufacturers, we could not test
Ford, Suzuki, BYD, and SAIC. Except for Ford, those are the
least popular on the list.

For each tested car, we placed a laptop with BlueToolkit,
an ESP32, and a Nexus 5 inside the cabin. Non-EV cars that
required the engine to be turned on to access the IVI were
tested outdoors. The typical test time for a vehicle was around
two hours, but it strongly depended on the DoS attack results.
The time increased to three hours, where it was necessary to
turn the car off and physically remove the car key from radio
range to perform a reset after an IVI crash. Sometimes, the
key must be outside the range for up to 20 minutes.

Figure 2 shows the test setup within the Renault Zoe. We
can observe that BlueToolkit does not require access to the
car’s debug ports as it is a black-box testing tool. The setup is
also portable and easy to reproduce.

7.2 Results

Now we discuss the BlueToolkit results of all 22 cars. We
define a successful recon or exploitation test as a positive test.
Table 6 contains the complete evaluation results. There is only
one car, the Skoda Enyaq (2022), for which testing resulted in

Figure 2: Testing a Renault Zoe (2021) with BlueToolkit.

no positives. However, we could not run all 44 tests, but only
30 of them, because they were not implemented at the time
of testing (e.g., NiNo, Method Confusion, and Blueborne).

All other cars had multiple flaws in their Bluetooth systems,
and there was significant variation across different models
and manufacturers (we do not make claims about represen-
tativeness). Performing reconnaissance is possible against
most vehicles, with 61 positive tests. We found 21 design vul-
nerabilities and 46 implementation vulnerabilities. Two cars
(Renault Megane 2021 and Toyota Corolla 2023) accounted
for eight and nine implementation vulnerabilities each (respec-
tively 17% and 20% of all). This hints at a possible correlation
between some types of vulnerabilities.

We can also observe that the Bluetooth version is not an
indicator of security posture. The newest tested version (v5.2)
has only two positive tests, while one car with v5.1 has nine
of them. The older Bluetooth v4.2, released in 2014, is im-
plemented by 10 cars manufactured between 2020 and 2023,
with the number of positive tests ranging from zero to 13. We
now discuss in detail the different manufacturers tested.

Skoda Skoda has the lowest number of positive tests (2.75
on average). However, we performed the full 44 available
tests only on one out of four models. Most positive results are
reconnaissance ones, with few in design and implementation.

Audi The two tested Audi cars (A5 and e-tron, both 2020)
show a moderate number of positive tests (five), and both
use Bluetooth v4.2. Most issues are reconnaissance, with a
minority of design and implementation vulnerabilities.
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Table 6: Automotive Bluetooth evaluation results. We test 22 vehicles from 14 manufacturers: four from Skoda (Sx), two from
Audi (Ax), three from VW (Vx), three from Renault (Rx), two from BMW (Bx), and eight from other popular vendors (Mx).
Vehicles’ blocks are sorted chronologically. The Positives (Pos.) column counts the successful tests (Positives = Recon + Design
+ Impl.). See Tables 2 - 4 for the full names and categories of the tested exploits.

ID  Vehicle Group Year Type Tests Pos. Recon Design Impl BTv BT Man
S1  Skoda Octavia VW 2015 Sedan 8 6 3 2 1 3.0 Marvell
S2  Skoda Octavia VW 2019 Sedan 29 3 2 1 0 3.0 Marvell
S3  Skoda Octavia VW 2022 Sedan 44 2 2 0 0 4.2  Broadcom
S4  Skoda Enyaq \AV 2023 EV 30 0 0 0 0 4.2 Broadcom
Al  Audi e-tron \"AV 2020 EV 44 4 3 0 1 4.2 Broadcom
A2 Audi AS VW 2020 Sedan 44 6 3 1 2 4.2  Broadcom
V1l VWT6.1 Vw 2022 Transporter 44 9 4 4 1 4.1 Toshiba
V2 VWID.3 Pro VW 2022 EV 44 3 2 0 1 42  Broadcom
V3 VW Caddy VW 2023 Panel Van 44 3 3 0 0 4.2 Cypress
R1  Renault Megane RNMA 2016 Hatchback 44 10 5 4 1 2.1 Qualcomm
R2  Renault Megane RNMA 2021 Hatchback 44 13 3 1 9 4.2 Marvell
R3  Renault Zoe RNMA 2021 EV 44 8 3 2 3 4.2 Marvell
Bl BMW X2 BMW 2021 Suv 44 10 4 2 4 4.0  Texas Ins.
B2  Mini Cooper BMW 2022 3-door Hatch 44 7 3 1 3 5.0  Texas Ins.
M1 Chevrolet Corvette  GM 2018 Sports Car 44 7 4 1 2 3.0 Qualcomm
M2  Opel Astra Stellantis 2019 Compact 44 6 2 0 4 4.1 Cypress
M3 Hondae Honda 2020 EV 44 8 4 2 2 5.0 Qualcomm
M4  Sprinter 316CDI MB 2021 Transporter 44 4 3 0 1 4.2 Marvell
M5  Hyundai Kona Hyundai 2022 SUvV 44 5 4 0 1 5.0 Broadcom
M6  Polestar 2 Geely 2022 EV 32 3 2 0 1 4.2 Qualcomm
M7  Toyota Corolla Toyota 2023 Hybrid 44 9 1 0 8 5.1 Marvell
M8  Tesla Model Y Tesla 2023 EV 44 2 1 0 1 5.2  Qualcomm
Tot. 22 Cars, 14 Manuf 15-23 891 128 61 21 46 2.1-5.2 6

Volkswagen The three Volkswagen cars show a similar
picture to the Audi ones, potentially because both marques
belong to the same larger manufacturing group. In total, we
found two design and four implementation issues, with the
VW T6.1 being the most vulnerable. Among these flaws, we
can count KNOB, NiNo, and the new PBAP Extraction.

Renault The three Renault cars tested showed many posi-
tive tests across all three categories. Notably, the newer ver-
sion of the Renault Megane from 2021 showed more issues
than the 2016 one, despite a newer Bluetooth version (v4.2 vs.
v2.1, the oldest in our sample). This is largely due to a record
number of implementation vulnerabilities (nine) in addition
to the PBAP Extraction one.

Misc We tested eight more manufacturers with one car each.
We picked different vehicles, ranging from a small electric
car (Honda E) to a sports car (Chevrolet Corvette) to SUVs
(Hyundai Kona) and transporters (Mercedes-Benz Sprinter),

covering the full range of modern car categories. The eight
tested cars from miscellaneous manufacturers (2018-2023)
exhibit between two (Tesla Model Y, 2023) and nine (Toyota
Corolla, 2023) positive tests. Most of them were related to
reconnaissance. However, the Toyota Corolla and the Opel As-
tra (2019) have eight and four implementation vulnerabilities.
The Honda E results indicate two design flaws, i.e., KNOB
and NiNo. Figure 3 shows an excerpt of the JSON report
generated for the Renault Zoe. The report contains the per-
formed tests’ respective output lists and provides additional
data about the target, e.g., Bluetooth version (4.2) and chip
manufacturer (Marvell).

7.3 Statistics

We present interesting statistics obtained from our evaluation.
First, we find that the delay between the release of a new
Bluetooth version and its integration into a car sold on the
market is 7.14 years on average, with a standard deviation of
1.96 years. The minimum in our sample was a 3-year delay
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"index": 43,

"name": "steal_contacts",
"code": 2,
"data": "Vulnerable"
b
{
"index": 44,
"name": "custom_numeric_wrong_implementation",
"code": 2,
"data": "Vulnerable"
h
{
"index": 45,
"name": "only_vehicle_can_connect",
"code": 2,
"data": @
h
{
"index": 46,
"name": "fast_reboot",
"code": 2,
"data": "fast reboot is not available"
}

1,
"bt_version": 4.2,

"manufacturer": "Marvell Technology Group Ltd.",

"vehicle_name": "Renault ZOE",

"vehicle manufacturer": "Renault",

"parent_company": "Renault-Nissan-Mitsubishi Alliance",
"year": 2021

Figure 3: Excerpt of the report generated by BlueToolkit for
a Renault Zoe in JSON format.

for the Tesla Model Y, and the maximum was 11 years for the
BMW X2. Figure 4 shows an illustration of this delay.

Figure 5 presents the average number of positive findings
of BlueToolkit based on the Bluetooth version of the tested
cars. As we can see, there is no clear indication that newer
Bluetooth version implementations are more secure against
the tested exploits. While the sample size for each version
is small, our study suggests that implementation vulnerabili-
ties are independent of the Bluetooth version. For reconnais-
sance and design tests, there is a potential trend towards fewer
(known) issues exploitable in newer versions, i.e., 5.1 and 5.2.

Figure 6 presents the number of exploits per category and
manufacturer of the Bluetooth chip. Overall, we had six dif-
ferent Bluetooth chip manufacturers in our sample (shown in
Table 6). Broadcom (6), Marvell Technology (6), and Qual-
comm (5) were the most common, making up 17 of the 22
chipsets. We can see some differences between the manufac-
turers, with Broadcom having the fewest vulnerabilities on
average. Notably, Cypress had no identified design vulnera-
bilities, but we cannot conclude anything from this fact due
to the small sample size.

8 Discussion

Here, we discuss our responsible disclosure process, attack
fixes, and recommendations to vehicle manufacturers.

5.4 . Vehicle BT versions
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Figure 4: Bluetooth (BT) versions release date compared with
the version implemented in vehicles and the year they were
manufactured. The numbers indicate cars from the same year
and with the same Bluetooth version.
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Figure 5: Average number of vulnerabilities found per Blue-
tooth version, major versions shaded in different colors.

8.1 Responsible Disclosure

We followed a standard responsible disclosure process for
all design and implementation vulnerabilities. We contacted
the manufacturers directly or via intermediaries such as
HackerOne, BugCrowd, and two national CERTs. We pro-
vided all manufacturers with detailed information on the vul-
nerabilities and remediation steps, leaving sufficient time (at
least 90 days) before public disclosure. As of the time of writ-
ing, 29 of the 46 implementation vulnerabilities have been
acknowledged by the manufacturer, and for 15, there is work
on a fix in new hardware/firmware versions. For the 21 design
vulnerabilities, 12 have been acknowledged, with eight being
worked on to be fixed for new versions.

Beyond this, we contacted the Bluetooth SIG with details
on the novel User Account Takeover, which was also directly
disclosed to Apple and Google as leading smartphone vendors.
While Google is working on a fix and hardening, Apple has
not recognized the issues in our report. However, we note that
not resetting a device’s permission after a new pairing is a
relevant problem, and it should be addressed since it allows
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Figure 6: Average number of vulnerabilities per Bluetooth
chip manufacturer (number tested in parentheses).

us to skip a user interaction step in our attack scenario.

8.2 Fixes and Recommendations

PBAP Extraction To fix the PBAP extraction attack, we
suggest two complementary fixes: i) the IVI should encrypt
a device’s contacts with the PK, thus preventing an attacker
from accessing them with a different PK. ii) The IVI should
delete a device’s contacts upon a successful repair, thus pre-
venting an attacker from accessing them.

Just Works Central Downgrade To fix the Just Works
Central Downgrade, we recommend that IVI vendors check if
their implementation properly enforces authenticated pairing
regardless of the device’s Bluetooth role. During our evalu-
ation, we tested several IVIs that implement such a measure
and are not vulnerable to the attack.

No Numeric Comparison To fix the No NC attack, the
vulnerable IVI vendors should adequately implement NC fol-
lowing the indication in the Bluetooth standard, i.e., always
display the correct confirmation dialog. Moreover, they should
test their implementations against accidental or malicious user
interactions aiming at bypassing the NC dialog.

User Account Takeover A vendor must prevent MITM
attacks to fix this attack. For example, a vendor can mandate
authenticated pairing as IVIs, and smartphones support input-
output operations.

Recommendations Users should be careful when using
Bluetooth in shared vehicles such as car rentals or car sharing.
The manufacturers should not store Bluetooth data in clear
text, and they should bind it to the PK and update/delete it
accordingly. Vehicle manufacturers are well-positioned to fix,

remediate, or increase the difficulty of Bluetooth exploitation.
In addition to the previous recommendations, they should im-
plement OTA updates to allow users to keep the IVI systems
updated on their own.

9 Related Work

We cover the related security work on automotive systems
such as the Controller Area Network (CAN) and IVI, as well
as emerging fields, including autonomous driving and driver
fingerprinting. Finally, we discuss BLE, which is gaining
traction outside the low-power, embedded sector and is also
seen in some modern vehicles.

IVI Security and Privacy. VI are a common entry point
for attackers. The authors of [40] describe a cybersecurity
competition focusing on Automotive Grade Linux (AGL),
an infotainment OS, which yielded 33 novel exploits. Fur-
ther examples are provided by security evaluations of Mir-
rorLink [57], a standard that integrates smartphones into IVI,
and Mercedes-Benz User Experience (MBUX) [77], the IVI
of Mercedes Benz.

Wireless Attacks on Cars. Beyond Bluetooth, there are
other wireless technologies used in cars that have been subject
to attacks, some of which are even exploited in the wild, for
example, for car theft. Directly related to this, several key-less
entry systems were analyzed, including KeeLoq [22,25,39],
Remote Keyless System (RKS) [28,41, 86, 87], Near-field
communication (NFC) key cards and phone as a key [90].
Researchers also covered vehicle immobilizes like
Hitag2 [11,81], TI DST80 [88] and Megamos [80, 82]. More-
over, they looked at Wi-Fi and Bluetooth diagnostic dongles
such as On-board diagnostics (OBD) [43,85]. The authors of
[69] further present a case study about the security and privacy
of two popular Tire-pressure Monitoring System (TPMS),
showing that tracking and spoofing attacks are possible.

Automotive Attacks. In [43], researchers showed attacks
on a vehicle’s internal CAN network, including Electronic
Control Units (ECUs) such as Anti-lock Braking System
(ABS), OBD, telematics, and even engine control. Follow-
up studies extended the threat model to remote attackers and
showed theoretical and practical attacks [18,58,59,62]. Recent
studies presented more sophisticated attacks even capable of
circumventing intrusion detection systems [13,19,23,45,46].

Automotive IDS and IPS The insecure nature of the ve-
hicle internal bus inspired the development of specific In-
trusion Detection Systems (IDS) and Intrusion Prevention
Systems (IPS) [3,51,89] to detect anomalies in the typical car
network flow. This can be done either at the level of the mes-
sage content, message intervals [75], or at the physical layer
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(e.g., timing [68]). Despite such proposals being discussed
for many years, they are not deployed in cars on the market.

Automotive Security Testing Several testing suites and
frameworks exist for automotive security testing, and regu-
lations in many countries have begun to require including
such testing in the vehicle design process. One approach is
the automated test generation and hardware threats enumera-
tion based on Threat Analysis and Risk Assessment (TARA).
The authors in [55] use the results of the TARA process,
transferring threat models to attack trees and using a Domain
Specific Language (DSL) to label the edges automatically.
Other work [65] builds on TARA and employs Gajski-Kuhn
Y-charts to represent attack manipulation systematically.

Four automotive security evaluation assurance levels
(ASEAL) are proposed in [10] to evaluate potential secu-
rity threats for automotive IT components. As cars are not
always easily sourced for testing, there are several existing
and proposed low-cost car hacking testbeds [47,60, 79]. For
CAN in particular, many testing and reverse-engineering tools
are available [30,44,54].

Autonomous Driving While fully autonomous driving re-
mains elusive, much security research is being conducted
on the subsystems enabling partial autonomous driving and
advanced driver-assistance systems. These include attacks
on navigation systems used by autonomous vehicles [71],
vision-based machine learning [52, 84], and Lidar [16,36].

Driver Fingerprinting Several papers studied how to fin-
gerprint a driver using data from a vehicle’s internal network
for malicious [26,33] and benign [27,48] use cases. They find
it possible to distinguish drivers using only in-car sensors, at
least in small driver pools.

BLE Security Testing BLE has attracted interest in the
security community due to its strong growth in the embedded
and asset-tracking sectors. Sweyntooth [32], a framework for
fuzzing BLE devices, was evaluated on 12 devices and found
12 vulnerabilities. BLEDiff [42] uses differential testing in
a black-box environment to identify noncompliant behavior
in BLE implementations. It was evaluated on 25 devices,
uncovering 10 attacks. None of these tools work on BC, and
they cannot be easily extended to support it as they are tailored
to BLE.

10 Conclusion

We present BlueToolkit, a new Bluetooth security testing
framework. The tool performs OTA recon, exploitation, and
reporting in a black-box fashion. It provides high coverage by
testing design and implementation issues. It is extensible to

future exploit tests and related software and hardware require-
ments. It is easy to install and use. Currently, BlueToolkit
includes 44 tests.

We also present a systematic evaluation of automotive Blue-
tooth security using BlueToolkit. We tested 22 cars from 14
popular manufacturers produced between 2016 and 2023. Our
experiments uncover 128 vulnerabilities, showing that the se-
curity of the automotive Bluetooth ecosystem is concerning
and BlueToolkit is practical for real-world usage. Our results
encourage anyone responsible for building and procuring cars,
especially in sensitive domains, to strongly emphasize Blue-
tooth security. The reports produced by BlueToolkit can be a
strong starting point.

While doing our experiments, we also discovered four at-
tacks: PBAP extraction, an impersonation attack that allows
learning previously synced phone contacts from an IVI, JW
Central Downgrade, a pairing downgrade attack that enables
a MITM position, no NC, an attack on pairing association
enabling a MITM position, and the user account takeover, an
attack leveraging a MITM position to hijack online accounts
relying on SMS 2FA, thus with implications beyond the scope
of Bluetooth. We responsibly disclosed our findings to the
affected vendors and open source BlueToolkit.
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open-source at https://github.com/sgxgsx/BlueTool
kit. The hardware required to run the tests is commercial
and available off the shelf.

Ethical Considerations This research aims to investigate
protocol-level and implementation-specific vulnerabilities in
Bluetooth technology as applied to modern vehicles. Through
a comprehensive case study, the study seeks to identify novel
vulnerabilities within the Bluetooth standard and to develop
an open-source toolkit to facilitate reproducibility and further
research. The findings of this study have the potential to sig-
nificantly benefit a wide range of end-users and organizations
by enhancing the security of Bluetooth-enabled systems in
vehicles.
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ment using vehicles provided by a government entity, which
granted explicit informed consent to use their vehicles in this
research. The research exclusively utilized test data, ensuring
no personal or user data was accessed, compromised, or oth-
erwise affected. After the case study, all vehicles remained
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ever, since the responsible disclosure period has ended, all the
results are publicly available in our GitHub repository.
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