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Abstract 

Early-stage firms play a crucial role in driving innovation and developing new products and services, particularly 
in the field of cybersecurity. Therefore, evaluating their performance is vital for investors and policymakers. This 
work presents a financial evaluation of early-stage firms’ performance in 19 cybersecurity sectors using a private- 
equity dataset from 2010 to 2022 retrieved from Crunchbase. We compare cybersecurity sectors regarding the amount 
raised over funding rounds and post-money valuations while inferring missing observations with a machine-learning 
method. We observe significant investor interest variations across categories, periods, and locations. In particular, 
we find the average capital raised (valuations) to range from USD 7.24 mln (USD 32.39 mln) for spam filtering to USD 

45.46 mln (USD 447.22 mln) for the private cloud sector. We additionally find that the entire cybersecurity sector is 
both underfunded and undervalued with respect to the broader information technology sector. Next, we assume a 
log process for returns computed from post-money valuations and estimate the expected returns, systematic and 
specific risks, and risk-adjusted returns of investments in early-stage firms belonging to the cybersecurity sector. 
Again, we observe substantial performance variations with annualized expected returns ranging from 9.72% for pri- 
vacy to 177.27% for the blockchain sector. Whereas expected returns on the cybersecurity sector are on par with 
those of other sectors, its systematic risk is lower, indicating a contra-cyclical nature. By estimating the performance 
of cybersecurity investments, we shed light on variations in market expectations across cybersecurity sectors and 
compared to other sectors. 
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If it were measured as a country, then cybercrime—which is 
predicted to inflict damages totaling 6 trillion USD globally in 
2021—would be the world’s third-largest economy after the 
U.S. and China (Cybersecurity Ventures, available at https:// 
cybersecurityventures.com/hackerpocalypse-cybercrime ). 

In this 2020 article, “Cybersecurity Ventures” additionally ex-
ects the global costs of cyberattacks to increase by 15% per year
The Author(s) 2025. Published by Oxford University Press. This is an Open Access article
https://creativecommons.org/licenses/by/4.0/), which permits unrestricted reuse, distributi
ited.
ver the next 5 years, reaching USD 10.5 trillion annually by 2025.
his represents the most significant transfer of wealth in history, sur-
assing the trade of all illegal drugs combined. To mitigate these
osts, the information security industry, particularly cybersecurity,
s expected to experience significant growth. Indeed, these firms de-
elop and implement new solutions to increase security in IT systems,
rotect virtual assets, custom sensitive information, or secure trans-
ctions and communications. 
1distributed under the terms of the Creative Commons Attribution License
on, and reproduction in any medium, provided the original work is properly

https://doi.org/10.1093/cybsec/tyaf032
http://orcid.org/0000-0001-8039-5097
http://orcid.org/0000-0001-6471-772X
http://orcid.org/0000-0002-9393-1490
http://orcid.org/0000-0001-5046-1727
mailto:loic.marechal@hevs.ch
https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
https://creativecommons.org/licenses/by/4.0/


2 Maréchal et al.

 

 

 

 

 

 

 

 

 

 

D
ow

nloaded from
 https://academ

ic.oup.com
/cybersecurity/article/11/1/tyaf032/8315891 by Bibliothek am

 G
uisanplatz user on 24 D

ecem
ber 2025
To better understand the maturity of the cybersecurity ecosystem 

and sustain its growth, it is critical to evaluate the financial perfor- 
mance of cybersecurity firms. First, their valuations and correspond- 
ing expected returns provide us with an almost direct metric for the 
potential of cybersecurity. It also helps disentangle the different cy- 
bersecurity sectors regarding capital raised and valuations, which this 
capital translates into, thus enhancing technology monitoring. Sec- 
ond, estimating financial performance parameters such as systematic 
financial risk and risk-adjusted returns helps guide investors’ deci- 
sions. This will ultimately enable optimal capital allocation across 
target firms, thereby improving the sector’s economic health and en- 
hancing its ability to raise the global standard of cybersecurity. 

In this research, we estimate the realized and expected financial 
performance of private firms involved in cybersecurity. We choose 
to estimate our parameters in private firms for three reasons. First,
we can observe a larger cross-section of firms than for public eq- 
uity. Second, the likelihood of cybersecurity firms having a single core 
business in the target sub-sector is significantly higher for small and 
medium-sized firms, which are typically privately owned. Lastly, cy- 
bersecurity businesses are generally smaller, and few firms are listed,
which would further limit the number of observations. As anecdo- 
tal evidence, the S&P 500 does not include any component that is a 
pure cybersecurity company, even though four out of five top compo- 
nents are technology companies. We focus on the realized financial 
performance of 19 cybersecurity-related sectors identified in Crunch- 
base, a global database containing commercial and managerial data 
for private and public companies. In particular, we scrutinize their 
data about funding rounds, (post-money) firm valuations, and ex- 
its (IPOs or acquisitions). We restrict our sample to 2010–2022 for 
two reasons. First, Crunchbase is relatively recent, and many obser- 
vations are missing before 2010. For instance, nearly 88% of the 
recorded funding rounds occurred after 2010. Second, the magni- 
tude of cyberattacks and the importance of the cybersecurity indus- 
try have vastly increased since 2010. Crunchbase data are exhaustive 
regarding funding rounds. Still, many valuations and IPO share price 
observations are missing. We employ a machine learning approach to 
estimate them based on the numerous highly correlated variables in 
the dataset. We next follow Cochrane’s (2005) approach to compute 
returns from financing rounds to “exits,” i.e. IPOs or acquisitions 
[ 1 ]. While data incompleteness and heterogeneity are common con- 
cerns when working with Crunchbase, our empirical strategy explic- 
itly addresses these limitations. The machine learning model we apply 
enables us to impute missing values, such as post-money valuations 
(PMVs) and IPO prices, using patterns in the extensive set of corre- 
lated firm-level variables available in the dataset. This helps reduce 
information loss and maintain robustness in estimation. Additionally, 
the use of Cochrane’s (2005) maximum likelihood approach allows 
us to correct for potential selection bias that may arise from non- 
random observation of financing rounds and exits. Together, these 
techniques substantially enhance the credibility of our financial per- 
formance estimates, despite the inherent constraints of the dataset.
We compute returns that account for capital dilution, as multiple 
funding rounds before exits are common in the venture capital (VC) 
business. 

We first identify that the top three sectors based on the capital 
raised criterion are artificial intelligence, security, and machine learn- 
ing, with more than USD 60 bln raised in each. Additionally, the pri- 
vate cloud sector dominates in terms of average and median fund- 
ing and PMVs, with an average firm valuation of up to USD 45.46 
million. We also find that artificial intelligence and machine learning 
dominate other sectors in total valuations. These sectors offer returns 
of up to USD 10 in share valuation for every USD invested. We repeat 
this exercise for the broader cybersecurity industry and other sectors,
in particular information technology (IT), from which we exclude 
cybersecurity firms. We find, in particular, that both average funding 
and average PMVs are lower for the cybersecurity industry than it is 
for IT, with USD 19.04 mln (23.06) and USD 154.65 mln (165.83).
Similarly, we find that the cybersecurity firms’ time to exit, a measure 
of the sector’s success, is significantly higher (almost 5 years) than for 
all other sectors, including IT (3.5 years). 

We next assume a log return process and calculate returns to exit,
accounting for capital dilution in 12 cybersecurity sectors. We find 
that α, return in excess of the market risk premium, is positive for all 
technologies, while β, standing for the systematic risk and cyclical- 
ity, ranges between 0.51 and 5.51. We find sectors such as artificial 
intelligence to be pro-cyclical, while firms in the more explicit cy- 
bersecurity sector have β below one, indicative of contra-cyclicality.
Overall, we find the cybersecurity industry ( β = 1.62) to be slightly 
less procyclical than the IT industry ( β = 1.81). Finally, we compute 
the implied expected arithmetic and log returns from model parame- 
ters. We find the blockchain sector to have the highest expected arith- 
metic and log returns at 177.27% and 105.42%, respectively, con- 
sistent with the performance of cryptocurrencies over the sample pe- 
riod. Artificial intelligence is the second-highest sector, with expected 
annualized arithmetic returns of 67.25%, far higher. Other sectors 
with high expected returns include machine learning, private cloud,
and cloud security, whereas the lowest ranks include privacy (9.72% 

p.a.) and biometrics (23.22% p.a.). On this aspect, the cybersecurity 
industry delivers an annualized expected seven points lower than for 
IT (37.43% vs 44.40%, but on par with the retail sector. 

Our research sheds light on the significant performance variations 
across cybersecurity sectors, including funding, valuations, probabil- 
ity of success, cyclicality, and adjusted expected returns. It also sheds 
light on the undervaluation of cybersecurity firms with respect to 
other industries in general. In particular, with lower average funding 
and valuations, a longer time to exit, a larger number of investors,
less procyclicality, and lower adjusted returns, the cybersecurity in- 
dustry’s performance significantly diverges from that of the IT sector,
potentially offering new explanations for under-investment in the in- 
dustry from potential investors and customers. 

The remainder of this paper is organized as follows. The sec- 
tion “Literature review and contribution” presents a literature re- 
view relevant to our work, highlighting our contributions. The sec- 
tion “Data and methodology” details the data and methods, the sec- 
tion “Results”presents the results, and the section “Conclusion”con- 
cludes. 

Literature review and contribution 

Estimation challenges 

Studies in VC markets face two problems. First, as opposed to pub- 
lic companies, private firms are not legally required to disclose their 
financial statements. For instance, in the US, this is done through the 
Securities and Exchange Commission. Additionally, private firms are 
not required to communicate with their shareholders through an an- 
nual report. Second, private firms have no publicly traded shares, and 
we do not observe any prices or market capitalizations. Thus, almost 
none of the public equity methods are readily usable. Yet, private 
firms issue shares to investors. Thus, the standard practice for VC an- 
alysts is to value a company around these financing events (a financ- 
ing event is any event during which the firm receives equity, issues 
debt, or receives grants). This valuation is called pre- (post-)money 
valuation when done before (after) the event. An analyst obtains the 
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rm’s valuation by multiplying the per-share price of the most recent
vent by the fully diluted number of common shares. This calcula-
ion, however, does not account for the optionality of the investment
ontract and assumes that all shares have the same value, regardless
f their type (common, preferred, or convertible notes). See, e.g. Gor-
all & Strebulaev [ 2 ]. 

enture capital valuation 

ne method that allows estimating expected returns and systematic
nd idiosyncratic risks in VC is considering sectors and not individual
rms, thereby leveraging more information. In particular, Cochrane
2005) uses a maximum likelihood estimation method to obtain these
alues [ 1 ]. He finds a mean arithmetic return of 59%, an alpha of
2%, a beta of 1.9, and a volatility of 86% (corresponding to a 4.7%
aily volatility). He fits a logarithmic model because of the returns
istribution, which is heavily positively skewed. Given that success-
ul firms are likely to be over-represented in his sample, he directly
ncludes a selection bias parameter in the likelihood function. Ewens
2009) updates the methodology, focusing on round-to-round returns
 3 ]. He obtains an alpha of 27% and a beta of 2.4. He additionally
nds that 60% of all investments have negative returns and high id-
osyncratic volatility. Korteweg and Nagel (2016) use an alternative
pproach and estimate monthly arithmetic alphas of 3.5% for VC
unds [ 4 ]. Conversely, Moskowitz et al. (2002) conclude that VC re-
urns are not higher than public equity [ 5 ]. 

In a second strand of research, Alexon and Martinovic (2015)
nd Franzoni et al. (2012) estimate abnormal returns and risk factor
oadings with standard regressions by using internal rates of return
 6 ,7 ]. Driessen et al. (2012) and Ang et al. (2018) extend this ap-
roach to a dynamic setting in which they solve for abnormal returns
nd risk exposures using the generalized method of moments. This
pproach requires only a cross-section of observable investment cash
ows [ 8 ,9 ]. 

The third line of research attempts to identify successful features
f exits or features explaining venture valuations. Cumming and Dai
2011) identify a convex relationship between fund size and firm val-
ations and a concave one between fund size and a target company’s
erformance [ 10 ]. Similarly, Cumming and Dai (2010) examine local
ias in VC investments and relate geographical distance to the target
rm valuation [ 11 ]. Engel and Keilbach (2007) find that VC-funded
rms have more patent applications than those funded differently
efore investment, suggesting that venture capitalists focus on com-
ercializing existing innovations [ 12 ]. 

The literature on the topic is sparse, and there is no consensus
n methodology. Nonetheless, previous works estimate similar val-
es. Cochrane’s (2005) method stands out for its simplicity and has
een successfully used in later research. It also focuses on returns
rom rounds to IPO, which is not the case for Korteweg and Sorensen
2010) [ 13 ]. Another strand of the literature concerns the construc-
ion of indices and benchmarks related to VC performance. See, e.g.
eng (2001), Hwang et al. (2005), Schmidt (2006), Cumming et al.
2013), and McKenzie et al. (2012) [ 14–18 ]. 

inancial performance of cybersecurity-providing firms 

e are only aware of two studies that focus on the financial perfor-
ance of the cybersecurity sector. First, Mezzetti et al. (2024) use
 bipartite graph to link early-stage cybersecurity firms to technolo-
ies and rank them based on features such as the type of investors
r geographic distance between investors and firms [ 19 ]. How-
ver, the ranking is relative and depends on investors’ preferences.
econd, Burguet et al. (2024) employ Cochrane’s (2005) approach
nd update his results on a more recent period based on a more ex-
austive dataset [ 1 ,20 ]. However, their primary focus is the broad
nancial performance of VC firms, not specifically cybersecurity.
oreover, they estimate the financial performance of the “security”

ector that does not include all categories we consider representative.
ost importantly, they do not assess the sub-sector performance.

ased on these research gaps, our research questions are: How do
ybersecurity firms perform financially? Is this performance homo-
eneous across information security sub-sectors? We bring several
ontributions to cybersecurity economics and the financial literature
y answering these questions. 

First, we bring new perspectives on the economics of cybersecu-
ity by measuring the performance of providing firms and compar-
ng it to other non-cyber sectors. Second, we refine this comparison
y examining the heterogeneity of performance across cybersecurity
ub-sectors. Third, since financial performance represents investors’
xpectations, our results implicitly forecast future developments in
yber risks and mitigation measures. Once again, we compare our
ybersecurity estimates to those of other, more traditional sectors,
articularly the broader information technology sector. 

ata and methodology 

ata 

runchbase 
runchbase is a global commercial, financial, and managerial data
endor for private and public companies. Created in 2007 by
echCrunch, it has been maintained by Crunchbase Inc. since 2015
 21 ]. This database is used by academics, NGOs, and industry practi-
ioners [ 22 ,23 ]. Crunchbase collects data daily by combining crowd-
ourcing, NLP-based newswire analyses, and in-house processing.
t also complements it with data from third-party providers. The
ataset is organized into several entities, including those relevant to
his study. First, “organizations” is the set reporting administrative
nformation on private and public companies, funds, or institutions.
t includes business information, contact details, location, number
f employees, and sector of activity. Second, “people” contain infor-
ation about individuals involved with a firm. It includes age, CV,
egrees, or gender. Third, “funding rounds” includes funded com-
anies, investors, round types (seed, series A/B/C,..., or debt issuing),
nd the amount of money raised. Fourth, “exits”reports the firm’s ac-
uisitions and their types (LBOs, management buyouts, or mergers)
s well as IPO-related information (new listing or delistings, share
rices, market capitalization, and exchange venue). Crunchbase in-
ludes additional business information that is irrelevant to our re-
earch and therefore not discussed in this context. 

One caveat of the dataset is that many observations regarding
unding rounds are missing. In particular, PMVs and IPO share prices,
hich are central to our study, are often unavailable. Moreover, the
ultiple sources of information for Crunchbase data may induce het-

rogeneity, and the quality of the observations will likely vary across
ountries, industries, or periods. For instance, US companies are over-
epresented compared to those of other nations. Finally, the observa-
ions were almost nonexistent before the 2000s and sparse before
he 2010s. However, we assume that this latter issue will have only a
ild impact on our study, as our goal is to estimate the current finan-

ial performance of cybersecurity sectors. Moreover, Crunchbase has
 stronger focus on the technology industry, which is an advantage
or this research. We address the issues of missing data and poten-
ial selection bias using two complementary approaches: a machine
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Figure 1. PMVs distributions from Crunchbase firms of all categories. This 

figure depicts the distribution of the logarithm of all PMVs of firms of all 

industries available in Crunchbase. The bars depict the discrete density; the 

red line is the kernel distribution. The period is 2010–2022. 

Table 1. Features used for the inference with PMVs regression. 

Symbol Description 

T Date of the round (in days, relative to 
1/1/1926) 

�T Number of days since the last financing event 
M Amount of money raised ($) 
�M Difference of money raised since the last 

round ($) 
N Number of investors for the current round 
R Lead investor rank for the current round 
S Industry sector (categorical) 
G Geographical position (categorical) 

This Table lists the features selected from the Crunchbase dataset to model the 
missing observations of PMVs in certain funding rounds. 
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learning-based classification and imputation model, and the maxi- 
mum likelihood estimation method developed by Cochrane (2005).
These methods enable us to estimate financial performance metrics 
robustly, despite gaps in the data, and to correct for distortions intro- 
duced by non-random observation patterns. As such, while the lim- 
itations of Crunchbase are real, they do not invalidate our findings; 
rather, they are explicitly accounted for in our empirical strategy. 

We download data until May 2022; nearly 88% of the recorded 
funding rounds occurred after 2010, and the trend is upward. This 
is due to the availability of data and the fact that the VC market has 
vastly increased since the 2008 global financial crisis. Our restricted 
cybersecurity-related sectors dataset, detailed below, comprises a 
total of 21,234 funding rounds. In the first column of Table 2 , we 
report the number of funding rounds for each sub-sector. In Ap- 
pendix, Table A1, we provide randomly selected examples of firms 
present in each Crunchbase sector from their classification. Although 
we cannot rule out the possibility of misclassification from other 
firms, the fact that none of the randomly selected companies are 
misclassified in any sector gives us confidence that the Crunchbase 
classification is relevant. 

Market data 
We fit the model on one public equity benchmark and one risk-free 
asset. We use two sources: Yahoo Finance and the Federal Reserve 
Bank of St. Louis (FRED) (Yahoo Finance, https://finance.yahoo. 
com/lookup/). From their APIs, we collect the returns on the S&P 
500 index. For the risk-free asset, we use the 3-month T-Bill rate,
which helps for our analysis since we use a time grid of 3 months 
to fit the model (Board of Governors of the Federal Reserve System 

(US), 3-Month Treasury Bill Secondary Market Rate, Discount Basis 
[TB3MS], retrieved from FRED, Federal Reserve Bank of St. Louis; 
https://fred.stlouisfed.org/series/TB3MS ). Given the low frequency of 
observations, it is also the standard in the existing VC research. 

Methodology 

Missing data interpolation 
To circumvent the problem of missing PMVs and, to a lesser extent,
missing funding round amounts, we interpolate the missing data,
leveraging the other features of the database using an ML regres- 
sion approach. To leverage all the information in the database, we 
use the entire set, including firms that do not belong to the cyberse- 
curity sub-sectors, to estimate the missing PMVs. We also attempt to 
train models for each sector. However, the smaller training set sizes 
did not allow the model to generalize, yielding errors too large at the 
validation step. We depict the data treatment process in the top panel 
of Appendix Fig. A1 . We are not interested in the precise value of the 
firm after a financing event but rather in an unbiased estimate of the 
order of magnitude of the business value. We plot the distribution 
of the PMVs reported by Crunchbase for all firms in Fig. 1 . Note 
that PMVs follow a bi-modal distribution, centered roughly around 
the 2–3 million value ( e15 ≈ 3 e 6 ) and the billion value ( e21 ≈ 1 e 9 ).
This is likely due to the round number bias studied in e.g. Herve 
and Schwienbacher (2018). Financial analysts stick to round num- 
bers because of the lack of firm information and the high valuation 
risks involved [ 24 ]. 

We report the features in Table 1 and capitalize on the high cor- 
relation between funding round size and PMVs and between fund- 
ing round frequency and PMVs, respectively. Also see Alexy et al.
(2012) [ 25 ]. The particular implementation used in this project is 
“AutoSklearn” [ 26 ]. 

Taxonomy and classification 
Although taxonomies and classifications of cyber events are nu- 
merous, those for the corresponding cybersecurity technologies that 
mitigate these threats are not readily available (see, e.g. Agrafi- 
otis et al. (2018) for a taxonomy of cyberattacks and Shameli 
et al. (2016) for a taxonomy of information security risk as- 
sessment (ISRA), and NIST [ 27–29 ]). Despite the more exten- 
sive availability of cyberattacks taxonomies, Ruan (2017) advo- 
cates for a more consistent taxonomy of cyber incidents [ 30 ]. To 
classify firms, we use Crunchbase tags that we select to resem- 
ble that of the ENISA cybersecurity market analysis framework 
( see, https://www.enisa.europa.eu/publications/enisa-cybersecurity- 
market- analysis- framework- ecsmaf and of Hwang et al. (2022) 
[ 31 ].) The identified tags are the following: 

Artificial Intelligence , Biometrics , Blockchain , Cloud Security ,
Cyber Security , E-Signature , Facial Recognition , Fraud Detection , In- 
ternet of Things , Intrusion Detection , Machine Learning , Network 
Security , Penetration Testing , Privacy , Private Cloud , QR Codes ,
Quantum Computing , Security , Spam Filtering. 

We know that Artificial Intelligence and Machine Learning cover 
fields beyond cybersecurity. However, we choose to include them for 
several reasons. First, as in other fields, they take increasing impor- 
tance in cybersecurity, such as Internet traffic analysis, intrusion de- 
tection, or fraud detection. Second, this inclusion will not bias our 
results, as we estimate them sector-wise. Third, since the evolution of 
these industries is concurrent with pure cybersecurity, they also con- 

https://finance.yahoo.com/lookup/
https://fred.stlouisfed.org/series/TB3MS
https://www.enisa.europa.eu/publications/enisa-cybersecurity-market-analysis-framework-ecsmaf
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titute an interesting benchmark better known to both the general
ublic and VC investors. Finally, if a firm has several tags, we only
nclude the first one, ensuring no overlap in our sectors’ data. 

inancial method 
o compute returns from individual funding rounds to exits (acqui-
itions or IPOs), we account for capital dilution in the single case
xamined in this study. First, we calculate the equity value at the exit
or an investor entered at a funding round i : 

xi = mi 

vi ︸︷︷︸ 
initial stake 

of investors i 

× vi − mi +1 

vi +1 ︸ ︷︷ ︸ 
proportion of old 

equity at round i +1 

× . . . × vn −1 − mn 

vn ︸ ︷︷ ︸ 
proportion of old 
equity at round n 

here mi , mi +1 , . . . , mn are the amount raised from investors at each
ound, vi , vi +1 , . . . , vn is the equity value at each round, and xi is the
ercentage of equity owned by investors on exit. The return for these

nvestors is 

Ri =

value owned 
at exit ︷ ︸︸ ︷ 

vn × xi −mi 

mi 

ext, we use a similar approach to Cochrane (2005) [ 1 ]. We do not
ely on his maximum likelihood approach, as fewer observed returns
ith disaggregated sectors would make the optimizer’s convergence

nfeasible. Instead, we scale returns at the exit date by the time dif-
erence in days between the initial funding round and the observed
r inferred PMV and the exit time. We obtain implicit daily arith-
etic returns, which we then convert into quarterly returns. We sub-

equently average these returns in each sector to obtain our time se-
ies of returns. Finally, the particularly skewed distribution of VC
eturns imposes the use of a log model, { 

d ln V = (rf + γ )dt + δ(d ln Vm − rf dt) + σdB 

d ln Vm = μm 

d t + σm 

d Bm 

(1) 

here dB is a standard Brownian motion, V is the value of the asset
firm capital), r f is the risk-free rate, γ is the intercept, δ is the slope,

m is the value of the market, and σ is the volatility of the value
rocess. We follow Cochrane (2005) and assume [ B, Bm ]t = 0 [ 1 ]. In
iscrete time (for a time step �t = 1 ), the model is, 

ln 
(

Vt+1 

Vt 

)
= ln R f 

t+1 + γ + δ(ln Rm 

t+1 − ln R f 
t+1 ) + εt+1 (2) 

here εt+1 ∼ N (0 , σ 2 �t ) , R f 
t+1 = 1 + r f 

t+1 , and Rm 

t+1 =
 + Vm 

t+1 −Vm 
t 

Vm 
t 

Thus, the value of the firm Vt+1 follows a log-normal

istribution with parameters: 

μt+1 = ln R f 
t+1 + γ + δ(ln Rm 

t+1 − ln R f 
t+1 ) 

σ 2 
t+1 = σ 2 

E [ln r ] = γ + μln r f 
+ δ(μln rM 

− μln r f 
) (3) 

V [ln r ] = δ2 σ 2 
ln rM 

+ σ 2 (4) 

ince we use a quarterly frequency, we multiply by four to annualize
esults and by 100 to get percentages. To get the results for the arith-
etic returns, we take the expectation and variance of a log-normal

ariable, with R = r + 1 and μ = E [ln R ] : 

E [ R ] = exp 
(

μ + 1 
2 

σ 2 
)

− 1 (5) 
V [ R ] = (exp (σ 2 ) − 1) exp (2 μ + σ 2 ) = (exp (σ 2 ) − 1)(E [ R ] + 1)2 

(6)
e depict the model estimation process in the bottom panel of Ap-

endix Fig. A1 . 

esults 

escriptive and summary statistics 

ybersecurity ventures locations 
n Fig. 2 , we display the share of investment raised by firms of each
ector, depending on their top five locations. Unsurprisingly, the US
ccounts for the vast majority of this investment, with the excep-
ions of facial recognition, where China alone has more than 80% of
he firms targeted by VC investments. This is perhaps not surprising
iven the massive adoption of facial recognition for its security and
he implementation of the social credit system in China. The other
ector vastly dominated by a non-US country is the QR codes, where
ndia’s firms alone represent 98% of the amount invested. We also
ry to make sense of these surprising figures, and from anecdotal ev-
dence, we find support for massive adoption of QR codes, primar-
ly for payment systems. (see, e.g. https://www.bloomberg.com/press-
eleases/2022-06-03/digital-payments-in-india). A third technology
or which the US dominance is not clear is penetration testing. Indeed,
hereas US firms in this industry receive 42% of the investment, it

s closely followed by Israel with 41% of the funding. By the same
oken, whereas US privacy firms are leaders in capital raised, with
7%, Canadian firms capture a significant part of this investment
ith 26%. Unsurprisingly, China often reaches a second, consider-

ble market share, with 27% for E-signature, 22% for IoT, 12% for
achine learning, 19% for artificial intelligence, and 15% for bio-
etrics firms. 

ummary statistics 
e report summary statistics of our data, funding amounts, and

MVs. Table 2 reports the number of firms, the number of funding
ounds targeting the firms, and the average, median, total values, and
tandard deviations for each cybersecurity sector’s funding amount
nd PMVs. The top three amounts raised over 2010–2022 are the ar-
ificial intelligence, security, and machine learning sectors, with USD
24.3, 67.5, and 67.3 bln, respectively. We know these three sectors
ight include more firms than those using these technologies for cy-
ersecurity reasons, particularly artificial intelligence and machine
earning. Regarding security, however, the fact that Crunchbase is
eavily tilted toward tech companies, together with a manual sam-
ling of the firms to check their actual businesses, makes us confident
hat many relate to cybersecurity. They also dominate the ranking in
unding rounds events, with up to 6339 rounds recorded for the ar-
ificial intelligence sector. The following category in this ranking is
he more specific cybersecurity category, with around USD 40 billion
aised over the last decade, followed by blockchain, which has over
SD 27 billion. Once again, for this latter category, we are aware of

he biases that may be induced by cryptocurrencies and NFT compa-
ies that do not relate to the pure cybersecurity sector. However, the
echnology itself is tightly connected to it, and Crunchbase has other
enominations for pure financial-related projects in the space, such
s “Cryptocurrency,” “Bitcoin,” or “Ether.” The private cloud sector
astly dominates other sectors in terms of average (USD 45.46 mln)
nd median funding (USD 11 mln). Following the average funding
riterion, it is followed by QR codes (USD 37.76 mln), facial recog-
ition (USD 31.48 mln), and cloud security (USD 25.23 mln). In-
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Figure 2. Location repartition of funded firms’ capital raised in cybersecurity sectors. This figure reports the share of funding amount per country where the 

firms raising capital have their headquarters. We report the top four locations ranked by funding amount and aggregate all the others in an “Other” category. 

We do not report the spam filtering sector since we find in the dataset that it is 100% US-based. The period of observations is 2010–2022. 
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Table 2. Descriptive statistics of funding amount PMVs for cybersecurity sectors. 

Funding amount PMVs 

Sectors #Rounds Avg. Median Total SD Avg. Median Total SD 

Artificial intelligence 6339 19.60 4.10 124 256.80 79.64 151.64 21.21 961 248.10 686.76 
Biometrics 130 10.96 3.80 1425.26 28.50 67.26 20.00 8743.24 200.00 
Blockchain 1392 19.47 3.10 27 104.71 71.19 199.31 18.70 277 443.60 891.12 
Cloud security 502 25.23 10.00 12 664.88 47.17 206.52 48.81 103 671.70 564.79 
Cyber security 1759 22.71 8.42 39 946.45 49.50 202.40 39.31 356 017.50 655.71 
E-signature 41 16.97 2.23 695.79 48.93 132.17 11.23 5418.92 476.42 
Facial recognition 60 31.48 3.85 1888.50 114.33 201.32 17.43 12 078.95 646.72 
Fraud detection 223 26.72 8.00 5959.54 74.31 251.16 39.04 56 009.71 1388.45 
Internet of Things 1768 12.73 3.00 22 507.51 42.35 87.04 16.75 153 880.50 287.91 
Intrusion detection 29 24.50 11.00 710.52 50.72 303.36 51.80 8797.36 730.08 
Machine learning 3974 16.93 4.50 67 288.87 48.17 134.42 22.50 534 165.90 474.34 
Network security 1034 21.71 10.00 22 448.87 43.03 170.78 46.97 176 586.40 442.26 
Penetration testing 28 14.54 5.67 407.06 28.20 89.31 33.21 2500.68 191.99 
Privacy 238 18.03 5.35 4291.04 48.61 158.94 27.43 37 827.69 613.25 
Private cloud 63 45.46 11.00 2863.77 108.43 447.22 56.84 28 174.61 1406.49 
QR codes 17 37.76 2.00 641.88 86.38 300.61 10.71 5110.34 695.72 
Quantum computing 78 21.41 9.74 1669.95 53.79 142.90 44.06 11 146.37 381.99 
Security 3551 19.02 7.51 67 543.82 41.89 153.43 35.33 544 825.10 501.43 
Spam filtering 8 7.24 6.25 57.90 6.41 32.39 26.88 259.14 28.36 
Total cybersecurity 21 234 19.04 5.00 404 373.10 60.36 154.65 26.19 3 283 906.00 609.43 
Information 
technology 

74 002 23.06 5.05 1 706 460.00 145.71 165.83 25.31 12 271 484.00 707.27 

Health 4644 19.09 3.14 88 644.37 95.62 130.40 17.53 605 590.00 661.96 
Retail 9586 19.58 3.41 187 738.80 72.74 163.39 18.56 1 566 300.00 803.58 
Other 31 653 29.77 6.80 942 417.50 156.78 201.64 33.45 6 382 453.00 729.94 

This table reports the number of funding rounds and average, median, total, and standard deviation estimates for the funding amount and PMVs regarding the 
19 cybersecurity sectors and four aggregated other sectors: Information technology (excluding cybersecurity sectors), Health, Retail, and Others. The values are in 
USD mln, and the study period is 2010–2022. 
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tead, spam filtering, biometrics, and IoT close this ranking, with an
verage funding of USD 7.24, 10.96, and 12.73 mln, respectively.
iven the significant heterogeneity across cybersecurity sectors in

erms of the number of rounds, average funding, and total capital
aised, our findings support the view that investments differ across
ub-sectors. When considered in aggregate, the cybersecurity sector
ccounts for 21 234 rounds or about 28% of the IT sector (excluding
ll aforementioned cybersecurity sub-sectors). The share of cyberse-
urity over the rest of IT comes to similar values, with 23% and 27%
or total funding and PMVs, respectively. Regarding average fund-
ng, the broad cybersecurity sector gets an average deal size of USD
9.04 mln, which is slightly lower than IT and the same size as the
ealth and Retail sectors. Compared to other broader sectors, such

s Health and Retail, Crunchbase’s tilt toward technology stocks is
lso evident, with only 4644 and 9586 recorded funding rounds for
he Health and Retail sectors, respectively. 

The total PMVs are approximately one order of magnitude larger
han the funding amount, which is typical of the VC sector. The sec-
ors’ rankings for PMVs are similar to those of the total funding
mount, albeit with some differences. Again, in this case, artificial
ntelligence and machine learning represent the most prominent sec-
ors, with a total of PMVs recorded throughout the period at the
rillion USD order of magnitude. However, this statistic should be in-
erpreted with caution in this case, as it may report the sequences of
everal valuations provided over the company lifecycle. In contrast
o the funding descriptive statistics, the private cloud sector ranks
rst, with an average firm PMVs of USD 447.22 mln, followed by
he intrusion detection sector (USD 303.36 mln), QR codes (USD
00.61), and fraud detection (USD 251.16 mln). The average PMVs
f cybersecurity firms (USD 26.19 mln) and those of IT (USD 25.31
ln) are indistinguishable. However, both are much more extensive

han the health and retail sectors. For the average company in the
ybersecurity sector, one dollar invested translates into up to ten dol-
ars in PMVs. These 10-fold returns between two funding rounds are
ypically in the order of magnitude that VC funds advertise. How-
ver, these substantial returns should be taken cautiously due to the
arge standard deviations associated with the valuations of these cate-
ories. For instance, for the private cloud and fraud detection sectors,
t is USD 1406 mln and USD 1338 mln, respectively. Second, our data
lmost surely come with a selection bias and an over-representation
f “unicorns.”

Nonetheless, we do not see any fundamental reason why this se-
ection bias should not be uniformly distributed across categories.
hus, the ranking we observe should represent the relative perfor-
ance of each sector. Overall, we find that the valuations of cy-
ersecurity firms vary significantly depending on the industry to
hich they belong. These findings strongly support the view that
aluations are sub-sector-specific. In Tables A2 and A3 of the ap-
endix, we also report the results of pairwise t-tests that compare
he relative performance of sectors’ funding amounts and PMVs.
inally, we find a substantial standard deviation associated with
MVs in all industries. Although the observations of valuations
o not align with our methodology for computing returns from
unding rounds to exits, they further justify using a market model
o adjust returns, combined with a log model in the subsequent
nalysis. 
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Table 3. Descriptive statistics of time to exit and number of investors for cybersecurity sectors. 

Time to exit (days) Number of investors 

Sectors Avg. SD Max Min Avg. SD 

Artificial Intelligence 1702 883 3971 52 3.69 3.84 
Biometrics 1749 1151 4011 196 4.20 3.41 
Blockchain 1085 691 2899 65 3.70 3.72 
Cloud Security 1926 991 4120 260 3.84 3.50 
Cyber Security 1880 968 3702 119 3.71 3.75 
E-Signature 1186 1005 2346 595 4.33 3.62 
Facial Recognition 1156 580 1985 202 4.01 3.38 
Fraud Detection 1874 1257 3085 166 3.70 3.26 
Internet of Things 1579 859 3738 7 3.65 3.65 
Intrusion Detection 1986 1265 2881 1092 2.84 2.88 
Machine Learning 1775 853 3902 82 3.76 3.88 
Network Security 1932 929 3913 132 3.69 4.15 
Penetration Testing NA NA NA NA 5.03 4.31 
Privacy 1002 782 3022 31 3.90 3.82 
Private Cloud 1995 1036 3608 206 3.94 3.23 
QR Codes NA NA NA NA 5.68 3.16 
Quantum Computing 1962 397 2252 1528 2.80 2.92 
Security 1774 931 3427 106 3.81 4.06 
Spam Filtering 1574 649 1949 825 4.00 4.50 
Total cybersecurity 1747 1356 4120 7 3.46 3.60 
Information technology 1353 852 4418 15 3.06 3.10 
Health 1237 781 4169 37 3.75 3.72 
Retail 1352 877 4290 122 3.72 3.90 
Other 1256 867 4479 52 3.25 3.21 

This table reports descriptive statistics about the time to exit (means, standard deviations, maximum and minimum time). We discard the sectors with less than 10 
IPO observations. It also reports the means and standard deviations of the number of investors. The study period is 2010–2022. 
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Characteristics and time to success 

Table 3 reports the average, standard deviation, maxima, and minima 
of the time to IPO from the first funding round observation available 
from 2010 onward (we thank an anonymous referee of The 22nd 
Workshop on the Economics of Information Security (WEIS) for sug- 
gesting this table). With 1995 days on average, the private cloud sec- 
tor is the longest to reach an exit from the first recorded funding 
round, with intrusion detection, cloud security, and quantum com- 
puting in the same range. Instead, the blockchain, e-signature, facial 
recognition, and privacy sectors take less than 3 years on average 
to reach an exit. Firms from the broader IT sector (excluding cy- 
bersecurity firms) are faster by over 1 year (1747 vs 1353 days) to 
reach exit than those of the cybersecurity sector. In that aspect, IT 

firms appear very similar to firms from the more traditional sectors,
such as health and retail, whose time to exit ranges between 1237 
and 1256 days. Thus, cybersecurity firms could, globally, take slightly 
longer to reach maturity. We also present the average number of in- 
vestors per round, for which the cross-sectional variations are much 
more limited. For instance, whereas the sector with the highest aver- 
age number of investors is five (penetration testing), the sector with 
the lowest number is about three (intrusion detection). However, this 
exercise is limited by the fact that many firms have not experienced 
an IPO or buyout in the sample yet, and some sectors could face a 
dramatic change in terms of exits given their relatively recent success,
such as artificial intelligence and the surge of generative models. In- 
terestingly, the average number of investors in cybersecurity firms is 
slightly higher than for IT ones (3.46 vs 3.06) and comes closer to 
traditional businesses of health, retail, and other sectors (from 3.25 
to 3.75). 
Financial performance of cybersecurity ventures 

Log model regressions 
Using Cochrane’s (2005) approach, we compute the returns to exit,
accounting for capital dilution across firms’ lifecycle. Next, we set 
up a three-month grid to average returns on each sector. We match 
the quarterly returns on the S&P 500 and the risk-free rate observa- 
tions at the quarterly frequency and estimate the log model of Eq. 2 .
Thus, we must discard technologies for which there are not enough 
observations to estimate the model or, more importantly, that are not 
sufficiently spread over 2010–2022. We are left with 12 sectors. In 
Table 4 , we report the results of the parameters’ estimations, γ , δ,
and σ , as well as the implied parameters α and β for the arithmetic 
form. We find α, the return in excess of the market risk premium,
to be positive for all technologies. Even though we cannot compute 
the standard errors for these implied parameters, the corresponding 
parameter in the log model γ is significant at the 1% level for nine 
sectors, except privacy and private cloud (5% level significance) and 
blockchain (non-statistically significant). In terms of size, this inter- 
cept translates into between 4.28% (network security) and 5.16% 

(blockchain) of annualized risk-adjusted returns. The δ parameter is 
not statistically significant at the usual levels, except for privacy, at 
the 1% level. The implied parameter β ranges between 0.51 for bio- 
metrics and 5.51 for privacy. This parameter reflects the covariance 
of the selected sector with the index. It evaluates the systematic risk 
to which the sector is exposed in the standard Capital Asset Pricing 
Model framework. The larger this coefficient, the higher the expected 
returns, everything being equal. This parameter also provides infor- 
mation about the sector’s cyclicality in the broad economy. The larger 
(smaller) the coefficient, the more pro-(contra-) cyclical the sector is.
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Table 4. Estimates for the log model regressions and the implied values for α and β. 

Sector γ se( γ ) δ se( δ) σ (%) α β

Artificial intelligence 0 . 13∗∗∗ 0.03 0.48 0.47 31.24 1.14 1.62 
Biometrics 0 . 07∗∗∗ 0.02 −0 . 68 0.63 5.24 1.08 0.51 
Blockchain 0.26 0.20 −0 . 26 8.95 91.80 1.29 0.77 
Cloud security 0 . 11∗∗∗ 0.01 0.25 0.19 11.24 1.12 1.28 
Cyber security 0 . 08∗∗∗ 0.01 −0 . 32 0.18 13.71 1.08 0.73 
E-signature 0 . 08∗∗ 0.04 0.49 1.02 6.73 1.09 1.63 
Fraud detection 0 . 13∗∗∗ 0.05 −0 . 56 0.73 17.33 1.14 0.57 
Internet of Things 0 . 07∗∗∗ 0.02 −0 . 35 0.35 20.31 1.08 0.71 
Machine learning 0 . 13∗∗∗ 0.02 0.15 0.30 19.13 1.13 1.17 
Network security 0 . 07∗∗∗ 0.01 −0 . 20 0.21 14.79 1.07 0.82 
Privacy 0 . 12∗∗ 0.05 1 . 71∗∗∗ 0.65 17.74 1.13 5.51 
Private cloud 0 . 12∗∗ 0.06 −0 . 12 0.74 15.38 1.13 0.88 
Total cybersecurity 0 . 07∗∗∗ 0.02 0 . 48∗∗∗ 0.03 14.18 1.07 1.62 
Information technology 0.23 ∗∗∗ 0.01 1.65 ∗∗∗ 0.10 46.47 0.90 1.81 
Health 0.21 ∗∗∗ 0.02 0.93 ∗∗∗ 0.21 23.82 0.61 0.98 
Retail 0.22 ∗∗∗ 0.01 1.72 ∗∗∗ 0.08 36.07 0.75 1.86 
Other 0.20 ∗∗∗ 0.00 0.60 ∗∗∗ 0.01 48.34 0.82 0.64 

This table reports the estimations of the parameters from regression of excess quarterly log-returns on the market risk premium, approximated by the excess returns 
of the S&P 500 on the risk-free rate (see Eq. 2 ), for 12 cybersecurity sectors, and four higher-level sectors for comparison: Information technology (excluding 
cybersecurity sectors), Health, Retail, and Other. We report the exact standard errors for the ϒ and δ parameters and the total volatility in percentage. We also 
report the α and β parameters, equivalent of ϒ and δ in the model in arithmetic form. ∗∗∗, ∗∗, ∗ indicates significance at the 1%, 5%, and 10% levels, respectively. 
The period of observations is 2010–2022. 
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his is particularly important for cybersecurity as, similar to other
ectors that mitigate crises, it tends to be more counter-cyclical. One
necdotal evidence is the performance of the pharmaceutical sector
n the COVID crisis. As the broad economy collapsed, pharmaceu-
ical companies experienced, on average, high returns with COVID
reatment prospects. 

With this consideration, artificial intelligence, with β over 1.62, is
ainly pro-cyclical, which is not surprising given the non-exclusivity
f this sector for cybersecurity. In sharp contrast, making sense of
rivacy’s outstandingly high β is complex. We can only posit that
rivacy matters more in good economic conditions without assum-

ng any causal link. Instead, firms for which cybersecurity activity is
ore explicit, those tagged as cybersecurity, network security, fraud
etection, and private cloud, have β well below one. These results

mply that these sectors are less procyclical than others and would
erform better or “less worse” in market depression. Considering the
verall cybersecurity sector, we find a β of 1.62, which supports the
iew of a high procyclicality. However, it remains well below that
f the IT sector (1.81) or the retail sector (1.86). An overall larger
ontra-cyclicality could be justified for cybersecurity if firms indeed
ook immediate measures to invest in such measures around cyber in-
idents to mitigate these costs. However, the consensus in the related
iterature tends to support two views that go against this principle.
irst, firms under-invest in cybersecurity; an immediate cybersecu-
ity investment is unlikely to follow a cyber-incident. Second, the
ctual impact of cyber-incidents on firms’ value is found to be in-
ignificant; see, e.g. Gordon et al. [ 32 ]. The health sector ( β = 0.98)
s a good counter-example, with an industry that is almost insensi-
ive to customers’ revenues (they will prioritize health over other ex-
enses). Which in times of health crises would instead rise up while
he market goes down (this is out of the scope of this research, but
ince our sample ends in 2022, the health sector, particularly low β

ikely incorporates some aspects of the COVID crisis with higher val-
ations when the market underperformed). Cochrane (2005) addi-
ionally finds that the aggregate level of systematic risk, correspond-
ng to the β parameter, is 1.9 for the whole VC market and ranges
cross industries between −0.1 (retail) and 1.7 (IT) [ 1 ]. We find simi-
ar values, with 1.62 on an aggregate, and the range of systematic risk
cross sub-sectors falls in the same range, except for privacy. Ewens
2009) finds values slightly closer to ours, with a beta of 2.4 and
n annualized alpha of 27% [ 3 ]. Finally, Peng (2004) finds an aver-
ge return of 55.18% per year and an index β with the S&P 500 of
.4, closer to our results [ 14 ]. Thus, if VC markets behave similarly
cross the period, our results would support the view that cybersecu-
ity sectors are intrinsically different from the broader VC investment
lass. 

mplied expected returns 
able 5 presents the expectation and standard errors for log returns
omputed with Eqs. 3 , 4 , and the corresponding one for the arith-
etic returns computed with Eqs. 5 , 6 . The blockchain sector reaches

nnual expected arithmetic (log) returns of 177.27% (105.42%),
hich is in line with the underlying performance of cryptocurren-

ies over the 2010-2022 period. The second in this ranking is arti-
cial intelligence, with annualized returns of 67.25%, in line with
he results of Cochrane (2005) for IT (79%). Other sectors in the
igh range include machine learning (58.5% p.a.), private cloud
57.88% p.a.), and cloud security (50.58% p.a.). We find substan-
ial heterogeneity across sectors regarding systematic risks ( β from
.71 to 5.51) and expected returns (from 9.72% p.a. to 177.27%
.a.). In contrast, we find that risk-adjusted returns (annualized α
rom 4.28% to 5.16%) lie in a tight range. Together with their rela-
ively small sizes, as opposed to unadjusted returns, this also points
o correct pricing for broad cybersecurity. Overall, the total risk,
isk-adjusted returns, expected returns, and systematic risks differ
astly across sectors. Finally, the fact that all risk-adjusted returns
re positive points to the overall attractiveness of the cybersecurity
ndustry. 

Compared to previous findings of the VC literature, the cyberse-
urity industry stands out. Cochrane (2005) finds an average annu-
lized arithmetic return of 59% for all industries combined, ranging
rom 42% for the health sector to 111% for the retail sector [ 1 ]. Al-
ost 20 years later and with a different database, we obtain expected

eturns of 44.40% for IT, 28.84% for health, and 38.65% for the re-
ail sector. Thus, returns on the cybersecurity industry are lower than
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Table 5. Implied estimates for E [ln R] , and E [ R] . 

Sector E[ln R] se(E[ln R]) E[R] se(E[R]) 

Artificial intelligence 55.55 14.62 67.25 16.85 
Biometrics 31.30 4.72 23.22 2.55 
Blockchain 105.42 42.15 177.27 64.14 
Cloud security 47.21 5.37 50.58 5.81 
Cyber security 33.09 6.57 36.40 6.87 
E-signature 36.10 4.25 48.54 3.46 
Fraud detection 54.99 8.63 46.34 8.89 
Internet of Things 31.87 9.55 37.77 10.23 
Machine learning 52.57 8.83 58.50 10.09 
Network security 29.41 6.89 31.81 7.34 
Privacy 51.89 13.07 9.72 8.35 
Private cloud 50.81 7.09 57.88 8.09 
Total cybersecurity 34.17 8.48 37.43 6.94 
Information 
technology 

30.45 48.28 44.40 54.43 

Health 24.74 24.93 28.84 26.83 
Retail 29.46 38.56 38.65 42.68 
Other 23.05 48.58 36.41 53.79 

This table reports the implied estimates for the expected value and standard errors computed from the log and arithmetic models with quarterly returns in 12 
cybersecurity sectors and four higher-level sectors: Information technology (excluding cybersecurity sectors), Health, Retail, and Other. We annualize the values 
and display them in percentages. The study period is 2010–2022. 

 

 

D
ow

nloaded from
 https://academ

ic.oup.com
/cybersecurity/article/11/1/tyaf032/8315891 by Bibliothek am

 G
uisanplatz user on 24 D

ecem
ber 2025
those of IT, with only 37%. However, compared individually, some 
sub-sectors, such as artificial intelligence and blockchain, reach the 
top of this range or completely dominate it. 

Conclusion 

This research provides an in-depth examination of the financial per- 
formance of private firms across 19 cybersecurity sectors identified 
in Crunchbase, covering the period from 2010 to 2022. By analyz- 
ing funding rounds, valuations, and exit events, we aim to highlight 
the growth potential within the cybersecurity industry. Given data 
gaps in Crunchbase, we employ machine learning techniques to es- 
timate missing valuations, facilitating a more comprehensive assess- 
ment. Additionally, we apply Cochrane’s (2005) approach to com- 
pute returns accounting for capital dilution, recognizing that mul- 
tiple funding rounds are standard in the VC context [ 1 ]. Our find- 
ings show that artificial intelligence, security, and machine learning 
lead in capital raised, each attracting over USD 60 bln. However, the 
private cloud sector ranks highest in terms of average and median 
PMVs, with firms achieving an average of up to USD 45.46 million.
Our analysis indicates that while the cybersecurity industry’s aver- 
age funding and PMVs lag behind the broader IT sector, the time to 
exit for cybersecurity firms remains notably longer, suggesting unique 
challenges to market maturity. 

Further analysis using a log return process reveals that all cyber- 
security sectors exhibit positive alpha (excess returns above the mar- 
ket risk premium). In contrast, beta (systematic risk) values range 
from 0.51 to 5.51, with cybersecurity firms displaying slightly lower 
cyclicality than IT firms. Among sectors, artificial intelligence and 
blockchain show the highest expected arithmetic and log returns,
with blockchain reaching an annualized return of 177.27%, likely 
influenced by trends in cryptocurrency. In contrast, sectors such as 
privacy and biometrics yield lower expected returns. Overall, our 
research uncovers substantial performance variations among cyber- 
security sectors in terms of funding, valuations, cyclicality, and ad- 
justed returns. Notably, compared to IT, cybersecurity firms exhibit 
signs of undervaluation, characterized by lower funding, longer exit 
timelines, less procyclicality, and lower expected returns. These char- 
acteristics may partially explain the sector’s slower capital influx and 
highlight potential reasons for under-investment by investors and 
customers, despite cybersecurity’s critical role in technology ecosys- 
tems worldwide. 
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Figure A1. Flowchart of data interpolation and processing. This figure details the data treatment process from the data interpolation with the boosting tree 

regression approach trained on all Crunchbase data, not only cybersecurity firms, then selected according to Crunchbase cybersecurity-related tags and 

treated with a log-CAPM approach to yield the final arithmetic CAPM estimates. 
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Table A1. Examples of firms included in each of the 19 selected sectors. This table reports a randomly selected company for each sector 

and details its name, an excerpt of the business description provided by the firm, website, and country. 

Sector Company name Excerpt of business description Website Country 

Artificial Intelligence Alation, Inc. “Data intelligence platform.” http://alation.com USA 

Biometrics Gingko Bioworks “Enzyme, proteins, or biosecurity services.” https://www.ginkgobioworks.com USA 

Blockchain Procivis GmbH “Decentralised data storage, self-sovereignty over 
personal data.”

https://www.procivis.ch Switzerland 

Cloud Security Perpecsys “Cloud computing security.” http://perspecsys.com Canada 
Cyber Security Smart Hive “allows organizations to learn from each other 

anonymously in 90 seconds or less.”
https://www.smarthive.io USA 

E-Signature Oneflow AB “Automate the entire contract process - from creating 
to signing and managing.”

https://oneflow.com Sweden 

Facial Recognition Clearview AI, Inc. “...allows law enforcement to rapidly generate leads to 
help identify suspects, witnesses and victims.”

https://www.clearview.ai USA 

Fraud Detection Ravelin Ltd. “...reduce your chargeback rate and stop fraudsters in 
their tracks using both machine learning and human 
insights.”

http://www.ravelin.com UK 

Internet of Things Zuli “Connect your lights and appliances to Zuli 
Smartplugs, control them from one app...”

https://zuli.io USA 

Intrusion Detection Cybereason, Inc. “We deliver the precision to end cyber attacks in an 
instant - on computers, mobile devices, servers, and in 
the cloud.”

https://www.cybereason.com USA 

Machine Learning Vidrovr “Using machine learning, Vidrovr processes messy 
unstructured video, image, or audio data...”

https://www.vidrovr.com USA 

Network Security Perimeter 81 “Easily deploy, manage, and scale a secure corporate 
network without compromising performance.”

https://www.perimeter81.com Israel 

Penetration Testing Bugcrowd, Inc. “Penetration testing as a service (PTaaS) done right.” https://bugcrowd.com USA 

Privacy Anonyome Labs, Inc. “We provide scalable mobile and desktop solutions that 
empower users to protect their private information.”

https://anonyome.com USA 

Private Cloud Zerto Ltd. “Private, hybrid, and multi-cloud.” http://www.zerto.com USA 

QR Codes Supercode “Supercode is a professional QR code creation 
platform for businesses.”

https://supercode.com USA 

Quantum Computing blueqat, Inc. “blueqat Inc. is a quantum machine learning company 
based in Shibuya, Tokyo.”

https://blueqat.com Japan 

Security Paladin Drones “Drone as a first responder (DFR) technology giving 
first responders a live overhead view before they arrive 
on scene.”

https://paladindrones.io USA 

Spam Filtering Two Hat Security 
Ltd. 

“The world’s leading content moderation solution.” https://www.twohat.com Canada 
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