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Abstract

Artificial intelligence is a disruptive technology for all human activities. It opens up unsuspected
opportunities, makes it possible to automate processes that were previously carried out manually
and accelerates the intelligence cycle. But at the same time, these same tools are being used by
malicious actors (disinformation, cyber-attacks and criminality, political destabilisation, etc.).

We examine in this work the impact of artificial intelligence — more precisely, of machine learning
— in the field of intelligence for national security by exploring opportunities and risks. We also
look into the challenges associated with its use in this context and into current AI methods based
on the state of research. Possible use cases in the domain of intelligence are derived and analysed
in light of current research in artificial intelligence. We finally give recommendations and sketch
challenges in view of future AI developments.
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Executive Summary

The field of intelligence is no exception to the
revolution initiated by the democratisation of
machine learning methods. On the one hand,
information and patterns that are difficult to ac-
cess using conventional methods can be detected
by machine learning models. On the other hand,
intelligence cycles can be accelerated through
automation, rapid access to essential informa-
tion and decision-making support.

In this report we examine the impact of artificial
intelligence – more precisely, machine learning –
in the field of intelligence. We start from the as-
sumption that intelligence activities are regalian
tasks in a democratic state with appropriate le-
gal framework and ethical principles.

This review is not technical and is intended for
a wide audience.

The opportunities offered by artificial intelli-
gence cannot be discussed without mentioning
the risks associated with its use. Opportunity
and risk are two sides of the same coin.

Section 1 examines the opportunities and risks
associated with the use of machine learning in
an intelligence framework. This part is very
generic and the recommendations made are
valid well beyond the field of intelligence. This
is because the techniques used in the domain of
intelligence are not specific to this area.

Section 2 describes machine learning challenges
related to its use for intelligence purposes.

Section 3 contains a number of use cases in the
field of intelligence where machine learning can
help to turn opportunities into reality. These use
cases are highlighted in terms of the associated
risks and the current state of research.

A conclusion is finally formulated in Section 4. It
is valid for many applications of machine learn-
ing and can be summarised as follows:

Research work is necessary in order to ob-
tain secure, transparent, robust and trust-
worthy added value.

It is essential to integrate the risks inher-
ent to the use of machine learning into the
company’s risk management processes.

In the context of intelligence, it is important
to be able to add value not only with open-
source data and large models, but also with
own private data and adapted models.

The acceleration in the life cycle of artifi-
cial intelligence models will put pressure
on data management and engineering pro-
cesses.

The use of own private data for creating an
added value through machine learning is
only possible if good practices are applied
to data management and engineering pro-
cesses and techniques.

Artificial intelligence makes it possible to create
information that is useful for intelligence, but
also mis- or disinformation and malicious activ-
ities. These same tools can be used to detect ac-
tivities harmful to national security, but are reac-
tive. We can therefore expect an arms race, and
we need to be able to act with agility while re-
specting the legislative framework, which must
also be able to evolve with agility in order to
cope with this new dynamic.

Keywords: machine learning, artificial intelli-
gence, national security, intelligence, risk man-
agement.

6/30



1. ML and Intelligence: Opportunities and Risks Machine Learning for Intelligence

1. ML and Intelligence: Opportunities and
Risks

1.1. Introduction

The recent rise of Artiticial Intelligence (AI), or
more precisely Machine Learning (ML), is rev-
olutionising all human activity by opening up
new opportunities. However, these opportu-
nities can only be assessed by considering the
risks associated with their use. The field of in-
telligence is no exception to this rule. In this
article, we review the opportunities and risks
associated with the use of AI in intelligence for
national security. We also offer a range of use
cases with varying degrees of granularity.

The technical AI tools used in the intelligence
field do not vary fundamentally from current
standards applied in all business areas. Risks,
on the other hand, must be known and man-
aged in such a way as to comply with current
legislation and ethical standards.

Ensuring national security, particularly through
intelligence activities, is becoming increasingly
complex. ACLED1, for example, has measured
a doubling of conflict levels worldwide over the
last five years. The nature of these conflicts is
becoming increasingly hybrid, with the AI at
the heart of the issues, whether in an offensive
or defensive context.

1.1.1. The Intelligence Cycle

The intelligence cycle, also called intelligence
process, is a model describing how intelligence
is processed (see Figure 1.1). This model is ab-
stract by nature and can be adapted for different
purposes.

Direction: Intelligence requirements are deter-
mined by a decision maker to meet his objec-
tives.

1https://acleddata.com/conflict-index/

Collection: In response to requirements, an in-
telligence staff develops an intelligence collec-
tion plan applying available sources and meth-
ods.

Processing and exploitation: Once the collec-
tion plan is executed and the data arrives, it is
processed for exploitation.

Analysis: Analysis establishes the significance
and implications of processed intelligence.

Dissemination: Finished intelligence products
take many forms depending on the needs of the
decision maker and reporting requirements.

Feedback: The intelligence cycle is a closed loop;
feedback is received from the decision maker
and revised requirements issued.

The proliferation of data and advances in ML
now make it possible to automate certain tasks
that were traditionally carried out by Human
Intelligence (HUMINT). ML methods can be
used to analyse large quantities of texts, images,
videos, sounds, signals, networks and more, en-
hancing the speed and quality of the intelligence
cycle.

1.1.2. The Intelligence Domains

A non-exhaustive list of intelligence disciplines
for which ML can create opportunities is given
below. It’s worth noting, however, that the
boundaries between these disciplines are be-
coming increasingly blurred; the nature and
quantity of open source data is evolving, and
there is now a great deal of open access data
ranging across all intelligence disciplines (satel-
lite images, military information, etc.).

Imagery Intelligence (IMINT). Analysis of
aerial and satellite imagery that can be com-
pleted by Geospatial Intelligence (GEOINT).

7/30
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Figure 1.1.: The intelligence cycle. The conceptual model consists of the six described
steps [DoD13]: Direction, collection, processing and exploitation, analysis, dissemi-
nation and feedback.

Open Source Intelligence (OSINT). Analy-
sis of data gathered from open sources, with
the subdomain of Social Media Intelligence
(SOCMINT).

Signal Intelligence (SIGINT). Analysis of data
gathered from interception of signals, with the
special cases of Communications Intelligence
(COMINT) (messages, voice) and Electronic In-
telligence (ELINT) (electronic signals without
speech or text).

Cyber Threat Intelligence (CTI). Analysis and
dissemination of data regarding potential or ex-
isting cyber threats.

Advertising Intelligence (ADINT). Usage of
targeted advertising. This discipline is widely
used by major technology groups. This disci-
pline is subject to attacks that enable a malicious
entity with limited resources to extract personal
information [VRK17]. This discipline is not cov-
ered in this document because it does not con-
cern national security.

1.2. Opportunities and Risks

1.2.1. Opportunities

We describe in Table 1.1 general opportunities
offered by ML in the field of intelligence, and the
most widespread techniques for seizing them.
Opportunities cannot be assessed in isolation
from the associated risks. Figure 1.2 shows that
opportunities and risks are two sides of the same
coin. Risks are treated in Section 1.2.2.

The boundaries between the intelligence do-
mains described are becoming increasingly
blurred, and multimodal analyses are becom-
ing more and more necessary. For example,
aerial images can be correlated with smart sen-
sors (e.g., smartphones), data from social me-
dia and other sources. Concrete use cases are
sketched in Section 3.

1.2.2. Risks

Using AI is not without risks, and it’s important
to identify and manage them. Like any disrup-
tive technology, the biggest risk is certainly not
using the technology wisely. The current trend
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Discipline Opportunities ML-Tools
IMINT Object detection, transcription of image

to text, detection of fake or AI-generated
images or videos, localisation of objects

Anomaly detection, LLM, LVM and
GenAI, DL

OSINT Analysis of all types of data available in
open source, anticipation of conflicts,
riots, terror attacks or wars, situational
awareness, causal analysis, detection of
mis- and disinformation

Anomaly detection, NLP, LLM and
GenAI, semantic analysis, sentiment
analysis, graph-based methods, predic-
tive analytics, DL, translations and tran-
scriptions

SIGINT Analysis of the electromagnetic spec-
trum, network analysis

Anomaly detection, DL, graph-based
methods

CTI Anticipation, classification, mitigation
and attribution of cyber-attacks, cyber
situational awareness

LLM, DL, NLP , graph-based methods,
anomaly detection

Table 1.1.: ML opportunities in intelligence. Generic tools used to exploit the opportunities are
also mentioned. Note that this is just a non-exhaustive snapshot.

is to ask: how can I use AI to solve this or that
problem?

AI is just one technology among many; certainly
a disruptive and promising one, but the ques-
tion we should be asking ourselves is: I have
a problem; can I formulate the problem clearly
and how do I solve it? Perhaps AI is a good
answer, but it’s not necessarily the case.

NIST has recently published a risk management
framework [NIS23] to minimise potential neg-
ative impacts of AI systems, such as threats
to civil liberties and rights, while also provid-
ing opportunities to maximise positive impacts.
The notion of trustworthiness is at the heart of
this document. It is presently very difficult and
challenging to guarantee the trustworthiness of
AI models [Kow+24]. Characteristics of trust-
worthy AI systems include: valid and reliable,
safe, secure and resilient, accountable and trans-
parent, explainable and interpretable, privacy-
enhanced, and fair with harmful bias managed
(see Figure 1.3).

The field of intelligence is particularly sensitive
to the risks indicated, if we accept the hypothe-
sis that these tasks are regalian in a democratic
state. The discipline is strictly legislated, and
the following conditions merit particular atten-
tion:

Privacy-enhancement and bias manage-

ment: data protection does not tolerate
personal profiling and models should be
trained with data not exhibiting personal
biases like gender, religion, origin, politics,
etc.

Accountability and transparency: it is a
minimum requirement for regalian tasks.

Explainability and interpretability: every
use of ML conceals a certain amount of mys-
tery. It’s important to avoid “black box” ap-
proaches of critical algorithms, and to eval-
uate results in detail and transparently. But
it is worth remarking that human beings
are also subject to cognitive biases (see Sec-
tion 2.4).

Safety, security and resiliency are general
minimal requirements.

The ISO standards [ISO23a; ISO23b] provide
requirement for establishing, maintaining and
continually improving an AI management sys-
tem, build and maintain AI systems over the
entire life cycle.

Particular attention must be paid to the use of
Generative Artiticial Intelligence (GenAI). It’s
tempting to use large generative models such as
Large Language Models (LLM) in a variety of sit-
uations. These have the advantage of being pre-
trained, but hide many risks. The training phase
was carried out with a very large amount of data

9/30
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Figure 1.2.: Opportunities and risks from ISACA Risk IT framework [ISA20].

Figure 1.3.: Characteristics of trustworthy AI systems. Valid and Reliable is a necessary condition
of trustworthiness and is shown as the base for other trustworthiness characteristics.
Accountable and Transparent is shown as a vertical box because it relates to all other
characteristics [NIS23].

available on the web, the quality of which has
not been verified (incorrect, biased information,
misinformation). Practically the entire web was
used or will soon be used for the training phase,
and with the proliferation of AI-generated data,
the risk of phagocytosis by training on such new
data is real. We must never forget that GenAI is
not intelligent (AI in general either) but peremp-
tory: it always delivers a result. There are how-
ever methods for mitigating these risks (fine tun-
ing, Retrieval-Augmented Generation (RAG)).
Risks and mitigation techniques related to the
use of LLM are exposed in [Kuc+24].

NIST has also published a risk management
framework for GenAI aligned to [NIS23]. Ap-
pendix A.2 contains the main risks associated to
the use of GenAI.

We note that the EU AI Act [Com24] excludes
national security initiatives from its scope: ’If,
and insofar as, AI systems are placed on the market,
put into service, or used with or without modification
of such systems for military, defence or national secu-
rity purposes, those should be excluded from the scope
of this Regulation regardless of which type of entity
is carrying out those activities, such as whether it is
a public or private entity.’ (Art. 24).
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2. AI-Related Intelligence Challenges

In this section we present some general chal-
lenges related to the use of AI in intelligence.

2.1. Data Enrichment and Fusion

The proliferation of different types of data (text,
image, sound, signal, voice) makes the issue of
data fusion in an application context particularly
interesting. Suppose an object or system can be
detected by aerial or satellite imagery (a military
system or critical infrastructure, for example).
The question is whether other sources of data
relating to this case can enrich the information
derived from imaging and, if so, what fusion
methods can be used to optimise the information
produced.

In this case, we can imagine having the GPS coor-
dinates of the system in question and, on this ba-
sis, analysing data corresponding to the space-
time determined but from different modalities
(video cameras, photos from smartphone, so-
cial media content, press articles, electromag-
netic signals, etc.).

In this way, the system identified by imaging can
be analysed in greater detail. A review of multi-
modal fusion methods is given in [ZZG24].

2.2. Anomaly Detection

A large number of questions can be modelled
as anomaly detection problems. The aim is to
spot abnormal and rare states in the mass of
information available. Traditionally, anomalies
are detected using time series. A signal (a time
series) can be extracted from a specific problem
and analysed. However, the extraction of this
signal may be linked to a loss of information. It is
therefore essential to be able to detect anomalies
in a more general context.

Large ML models are not suitable for this type
of analysis. The time dimension is crucial and
not taken into account by these models (see Sec-
tion 2.3).

Graphs (or networks) are used to model a num-
ber of intelligence-related problems. They serve
to analyse data from social networks, newspa-
per articles or various communications. If the
textual data sources are moreover open, the
combined use of Natural Language Processing
(NLP) methods can also refine the analyses.
Graphs are also used to model complex systems
in which various entities interact.

Today, most communications are encrypted and
the content of messages (e-mails, text or voice
messages, etc.) is inaccessible. In this case, the
only source of analysis left is the communica-
tions metadata, essentially in the form of non-
attributed graphs.

By analysing such graphs over time (temporal
graphs), it is possible to detect anomalies or
changes in dynamic regimes without having ac-
cess to the contents of communications. These
methods also have the potential to improve the
detection of anomalies and regime shifts in a
SOCMINT context. The same techniques can be
used to detect fraud in financial or cryptocur-
rency transactions [Kim+24; Han+24].

The concept of anomaly detection is standard
and well documented for time series in the eu-
clidean space [Bon+24]. The concept of regime
shift is also widely studied (change point detec-
tion [BW22], early warning signals [OBr+23]).
To date, there has been little research into
the generalisation of anomaly detection but
more importantly regime shift for time series
of graphs [EE24].
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Figure 2.1.: An example of concept drift mitigation. A new model is added to the ensemble when
a concept drift occurs [Lu+18].

2.3. Concept Drift

LLM and Large Vision Models (LVM) are in-
creasingly used for a wide variety of critical tasks
for military and intelligence purposes includ-
ing, e.g., the analysis of satellite images, visual
surveillance of sensitive perimeters, or machine
translation of text documents. Every model is
trained on a subset of all (potentially) available
data, which was acquired within a fixed and
finite time-window. Most ML models, includ-
ing foundation models (e.g. LLM, Diffusion-
based models, etc.), incorporate in some way
inductive reasoning. They generalise informa-
tion extracted from a finite set of observations to
the whole population (all possible realisations
of samples).

This raises the question whether a model ex-
tracts information that generalises and stays
valid for a long period of time. This prob-
lem is known as ’concept/data drift’. This
phenomenon arises when environmental con-
ditions, in which the deployed models oper-
ate, change over time (e.g. through seasonal
changes).

Models employed in military and intelligence
applications are confronted with precisely this
challenge and as such are prone to suffer from
concept drift. As a consequence, the statisti-
cal properties of the target variable of a model
may change over time and information gener-
ated by the model may not be representative
any more. This results in incorrect predictions
of the model (concept drift) and in the worst
case in unexpected/undefined behaviour of the
system relying on the model.

Addressing this usually involves the re-training
of the model (see Figure 2.1). This process can
be very demanding in both data and energy re-
quirements, more so when facing the foundation
models (e.g. GPT, Stable Diffusion, etc.).

What is currently missing is a comprehensive
benchmark for studying the impact of concept
drift on modern ML models including founda-
tion models. This benchmark could incorporate
a framework based on well-defined datasets,
problem domains, and evaluation criteria (e.g.
time window) which would enable the assess-
ment of modern models, in particular founda-
tion models, with respect to their susceptibility
to concept drift. Moreover, methods are needed
to automatically detect concept drift during de-
ployment of the model and strategies to mitigate
concept drift in the most energy-efficient way
possible.

As outlined, models employed in military
and intelligence applications are typically con-
fronted with concept drift during their deploy-
ment. In particular, any model which processes
data from a sensor that in turn is sensitive to
changing environmental conditions will suffer
from concept drift. In computer vision, it has
been shown that models used for object de-
tection from thermal imaging in a surveillance
setup suffer greatly from seasonal changes (tem-
perature, humidity). In NLP, it can be demon-
strated that language models trained on ret-
rospective factual data, will provide outdated
suggestions for current events. This is particu-
larly troublesome for applications in intelligence
analysis.

Hence, the capability to evaluate ML models
with respect to their susceptibility to concept
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drift is important to guarantee the most ro-
bust integration of these models in operational
systems used for military and intelligence ap-
plications. Furthermore, the capability to de-
tect concept drift during deployment is impor-
tant to prevent generation of false or mislead-
ing data and in the extreme case avoid unde-
fined behaviour of computer systems integrat-
ing such models. The state of the art of the drift-
detection methods is given in [Gar+25; HVH24a;
HVH24b].

2.4. Decision Support

The development of large AI models enables
human beings to make decisions with the sup-
port of AI. This new phenomenon (AI-assisted
decision-making) deserves special attention in
intelligence. It is well established that humans
are subject to various cognitive biases [FIS24]
(confirmation, anchoring, availability, hindsight
biases, etc.). As the large AI models are trained
with data produced by humans, there is little
doubt that these biases persist in the AI models.
The fundamental question is to assess the impact
of AI in AI-assisted decision-making processes.
The constituent spaces to capture different inter-
actions in human-AI collaboration are exhibited
in Figure 2.2.

It is for example shown in [Ras+22] that a de-
anchoring strategy can effectively improve col-
laborative performance when the AI model has
low confidence and is incorrect. It is interesting
to note that the proposed mitigation method is
a time allocation strategy, i.e. users are asked to
take the time to evaluate the proposals resulting
from the AI, whereas the use of AI in decision-
making processes is often justified by the need
to save time.

[Ber+22] identifies four main ways cognitive bi-
ases affect or are affected by AI systems:

1. cognitive biases affect how AI methods are
designed,

2. they can distort how AI techniques are eval-
uated in user studies,

3. some cognitive biases can be successfully
mitigated by AI techniques, and, on the con-
trary,

4. some cognitive biases can be exacerbated by
AI techniques.

A different point of view is defended in [HF24].
The authors argue for the implementation of hu-
man cognitive biases in learning algorithms and
for more inspiration from human cognition.

The growing importance of AI in decision-
making calls for major interdisciplinary work

Figure 2.2.: Constituent spaces and interactions in human-AI collaboration. The perceived space
represents the human decision-maker, the observed space consists of the feature space
and all the information the decision-maker has acquired about the task and the pre-
diction space represents the output generated by an AI model [Ras+22].
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Figure 2.3.: The data engineering life cycle consisting of ingestion, transformation, serving and
storage [RH22].

(psychology, linguistics, neurology, data sci-
ence, ML).

2.5. Data Management and
Engineering

It’s worth mentioning the importance of data
management processes. Without quality data,
the full potential of AI cannot be realised. If we
resort to using only large, pre-trained founda-
tion models, we miss out on the real potential
of AI. This is particularly true in the field of in-
telligence, where the added value generated on
the basis of specific and non-open-source data
needs to be exploited. Good practices in this
area are a sine qua non for the full exploitation
of AI and exposed in Appendix A.1.

It should be noted that good practice in data
management, regardless of its use in AI, re-
mains valid: data quality approach and strategy,
data profiling, cleansing, archiving and reten-
tion, data life cycle management, etc. The use
of AI requires particular attention to these criti-
cal processes, because AI can only deliver good
results with quality data.

Moreover, we must not neglect the data engi-
neering stages required for its use by ML (data
cleaning and curation, segmentation, extraction,
conversions, etc.) [Hec24] (see Figure 2.3).

The life cycle of AI models will be accelerated
with Machine Learning Operations (MLOps),

and data management and engineering will
have to adapt to this pace. A paradigm shift
will therfore be needed: data needs to be man-
aged as a product or service, rather than as a
necessary and mere database component for the
purpose of AI-supported business processes.
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3. Use Cases

In this section we describe some use cases in the
field of intelligence. The aim is not to draw up
an exhaustive list of the fields of application of
ML for intelligence, but to illustrate its use with
the help of cases directly related to the current
state of research.

Table 3.1 maps the use cases with the intelligence
disciplines.

3.1. Conflict Early Warning
Systems

Anticipation and early detection of conflicts are
important tasks to ensure national security. An-
ticipation and strengthening their early detec-
tion is an essential element of the vision and
strategy of a state. The ‘Switzerland’s Security
Policy Report’ [Con21] of the Federal Council
of 24 November 2021 mentions for example the
following objectives:

Strengthening the early detection of threats,
dangers and crises,

Strengthening international cooperation,
security and stability,

Increased focus on hybrid warfare.

The data available in an open world is grow-
ing rapidly and its quality is improving. A task
that used to be done manually with the help of
human resources (HUMINT) can now be auto-
mated in a quantitative approach without ignor-
ing human capabilities.

Social instabilities often originate on or are catal-
ysed by social media, and abnormal activity
there can be a harbinger of disruptive events
in the physical world. This was demonstrated
in the case of the 2011 Arab Spring [MM17]. It
is for example possible to analyse early warning
signals for socially disruptive events, like riots,

wars, or revolutions using only publicly avail-
able data [Sha+23; Oli+24].

This is an important task for a state, as it has to
guarantee the safety of its citizens abroad and
carry out a risk analysis for state visits outside
its borders. It is also important to be able to an-
ticipate the flow of refugees arriving in a country
so as to be prepared.

Traditionally, human resources are used to anal-
yse conflict risks for the purposes of anticipation
and early detection. The available data is qual-
itative and unstructured. However, the quality
and quantity of this data is evolving and en-
abling a more quantitative approach known as
Conflict Early Warning System (CEWS).

The Joint Research Center of the European Com-
mission [Sch+22] defines for example:

A conflict frequency: This variable takes
the value of 1 if there is at least one ongo-
ing conflict with more than 25 battle-related
deaths in a country-year, and otherwise re-
mains 0, and is used to model and predict
the probability of conflict, and

An intensity of conflict: This variable
counts the total number of battle-related
deaths in each country-year and is used to
model and predict the intensity of conflict.

This is done using a set of data as displayed in
Figure 3.1. On the basis of these data, various
models could be developed and compared with
the state of the art. A specific region, e.g., sub-
Saharian Africa or Africa with country months,
will be used for the development and validation
of the models [RGH24]. The predictions should
cover a range from a few months to a few years.
Particular attention should be paid to the relia-
bility of the models (interpretability, robustness,
security, transparency, traceability, trustworthi-
ness).

A fundamental problem is defining the term
‘conflict’ in both qualitative and quantitative
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Use Case Intelligence Discipline
Section 3.1: Conflict Early Warning Systems OSINT, GEOINT
Section 3.2: Dynamics in Arms Races of AI
Image Generators

OSINT, SOCMINT, IMINT

Section 3.3: Battle Damage Assessment IMINT, OSINT
Section 3.4: Cyber Threat Intelligence and Cy-
ber Resilience

CTI

Section 3.5: Object Detection and Situational
Awareness

SIGINT, ELINT, IMINT

Table 3.1.: Mapping of use cases with intelligence disciplines.

terms. This term differs depending on the objec-
tives to be achieved and influences the selection
of data to make predictions. An approach that is
consistent with the current state of the art should
be preferred in order to be able to compare dif-
ferent models.

The source data used covers a wide range of
public information. However, the relevance of
this data in relation to the type of conflicts being
analysed is unclear. It is not enough to include a
particular type of data just because it is assumed
to be related to conflicts. A causality analysis
based on statistical or Convergence Cross Map-
ping (CCM) methods is required [Den+23]. For
example, if there is a cause-and-effect relation-
ship between conflicts and per capita gross do-
mestic product, the causality analysis will deter-
mine which of the two variables causally influ-
ences the other.

Another open question is the use of data from so-
cial media and news. Can these provide added
value?

Artificial intelligence models are constantly be-
ing improved. Which ones are best suited for
this type of prediction?

Experience has shown that in many cases, the
intensity of conflicts is low over a long period of
time before a sudden event occurs. These events
are difficult to predict using current methods.
Furthermore, the quality of short-term forecasts
is currently insufficient and the static nature of
the forecasts does not reflect the dynamics that
can be observed in reality (see Figure 3.2). The
use of social media or the early warning sig-

nals theory [OBr+23] could bring improvements
here.

There is evidence that a region surrounded by
conflict areas is highly likely to be conflict-prone
itself. It would be interesting to analyse the po-
tential of using graph structures to capture the
spatial dimension of the problem.
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Figure 3.1.: GCRI variables and data sources [Sch+22].

Figure 3.2.: Comparison of the country-month predictions (conflict frequency as probability) of
three CEWS (ViEWS, CFAC and PRS) for three countries in 2020. The outcomes repre-
sent the real and dynamic value of conflict deaths [RGH24].
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3.2. Dynamics in Arms Races of
AI Image Generators

Today disinformation, ’fake news’, and other
forms of influence-related activities are widely
acknowledged to be a form of warfare. In the
public, especially social media, deepfakes and
other synthetically generated media have the po-
tential of disruption and destabilisation. AI im-
age generators are possible threats for any polit-
ical and social system – especially democracies,
in which public opinion is a fundamental pillar
of daily life. Historically, propaganda and disin-
formation have always been part of warfare, yet
especially since the advanced development of
AI, information warfare has risen to a problem
that has to be taken seriously [Mei25].

In the context of AI development, many speak
of a new arms race of AI. To get an overview
and fundamental knowledge to model and sim-
ulate influence-related activities through images
in such arms races, it is important to explore
the dynamics of arms races of image generators
and to explore the engineering requirements for
modelling and simulation of that arms race.

Information warfare happens on the battlefield
in a military context. Images showing vehicles
or troops in certain locations, or performing cer-
tain manoeuvres to lure an adversary into an
ambush or divert them from the actual com-
bat zone can be generated. But destabilisation
and disruption happens not only on the tradi-
tional battlefield, rather it shifts to the social,
political, economic and juridical domain. Espe-
cially the arms race of AI image generators in-
fluences these domains yet is also dependent of
them. More precisely, a reciprocal influence is
apparent between technological actors such as
algorithms, chip production, data, energy and
other actors such as political decision-making
and elections, societal movements and public
opinions, financial investment and market de-
velopment, and ethical and moral elements in-
fluencing the law.

Because of the reciprocal influence between
actors in certain domains, networks are thus
formed. In other words: chips, algorithms, data,

energy are actors and together they form a net-
work of interdependence in the domain of tech-
nology and allow to study how these actors are
connected to one another. How does the mech-
anism of social and political disruption really
work? To what extent are economic, juridical
and technological actors involved? By influenc-
ing each other actors thus form together net-
works which again operate in so-called domains
(law, politics, economy, etc.).

It is not only important to identify content used
for disinformation campaigns, but also the ac-
tors producing it and the techniques and tac-
tics used. However, this is an arms race: given
the rapid development of AI, the methods that
enable this identification become obsolete very
quickly and are circumvented.

3.3. Battle Damage Assessment

In times of conflict, the destruction of buildings
and infrastructure in war zones warrants spe-
cial attention because it is an indicator of harm
directed towards the civilian population. The
quantitative process which is aimed at evaluat-
ing the damage inflicted on a particular settle-
ment over time is called Battle Damage Assess-
ment (BDA) (see Figure 3.3).

The main data source for BDA are satellite im-
ages taken before and after the event (i.e. pre-
event and post-event images) but does not ex-
clude the use of social media or other public
sources. Intelligence drawn from BDA can be
used for various purposes including the study of
conflict development, planning of humanitarian
relief efforts, human-rights monitoring and me-
dia reporting. BDA is usually posed as an image
segmentation and/or image detection problem,
in which either intact/destroyed infrastructure
is segmented and/or detected. The type of satel-
lite images can vary from low- to high-resolution
images, and from optical to Synthetic Aperture
Radar (SAR) images.

Meanwhile, ML methods are widely used to
quantitatively assess satellite images of conflict
zones. In contrast to the assessment of damage
caused by natural disasters, BDA has been an
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Figure 3.3.: Damage density evolution for Raqqa, Syria [Gaz22].

Figure 3.4.: Cyber resilience internal dependencies. Feedback loops are necessary to guarantee a
holistic approach to cyber resilience. (Adapted from [PM24].)

understudied problem. Consequently, there is
an opportunity to improve on either the perfor-
mance and/or usability of the currently avail-
able methods.

3.4. Cyber Threat Intelligence
and Cyber Resilience

CTI has been demonstrated to be an effective ele-
ment of defensive security and cyber protection.
Automated methods are needed today in order
to stay current with the magnitude of attacks
across the globe. It provides information about
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Figure 3.5.: Framework for threat intelligence information extraction and fusion [Guo+23].

potential threats and enables organisations to
make informed cybersecurity decisions. It in-
volves collecting, analysing, and disseminating
information about emerging cyber threats, al-
lowing organisations to stay informed and re-
sponsive.

CTI can be embedded in the more general con-
cept of cyber resilience. Cyber resilience is about
preventing or mitigating cyber-attacks but also
about maintaining critical functions and ensur-
ing the ongoing operation of systems and ser-
vices in the face of adversity. It refers to an or-
ganisation or system ability to withstand, adapt
to, and recover from disruptive cyber events.
It could be defined as the system ability to re-
cover or regenerate its performance after a cyber-
attack degrades its performance.

Threat Modeling (TM) is a proactive approach
to identifying and analysing potential threats to
a system. It focuses on identifying and mit-
igating vulnerabilities before they can be ex-
ploited. Vulnerability management is an in-
formation security continuous monitoring capa-
bility that identifies Common Vulnerability and
Exposure (CVE) on devices that are likely to be
used by attackers to compromise a device and
use it as a platform from which to extend com-
promise to the network.

The three concepts of TM, CTI, and cyber re-
silience may be intrinsically linked and can en-
hance the cybersecurity posture of organisations
(see Figure 3.4). TM helps organisations identify
and mitigate vulnerabilities, while CTI provides

the necessary information to understand and an-
ticipate potential threats. TM focuses on internal
systems and vulnerabilities while CTI focuses
on external threats. Cyber resilience, in turn,
enables organisations to anticipate, adapt, and
respond to cyber incidents, ensuring the conti-
nuity of critical functions and services.

A vast amount of data, both structured and
unstructured, is available in the field of cy-
ber resilience. Much of it is open-source. AI
can help to merge all this data in order to de-
tect relationships not visible to the naked eye,
malicious actors with identical behaviour (at-
tribution), suspicious clusters, etc. NLP and
graph-based methods (knowledge graphs) en-
able to process human language and extract
meaningful threat intelligence from unstruc-
tured text sources, such as news articles and re-
ports [Ma+25] (see Figure 3.5). The challenge is
to use AI to produce information and automate
cybersecurity processes.

The various devices on a computer network can
be telemetered and send a quantity of informa-
tion to operators. AI can help humans to cate-
gorise this data, detect anomalies and identify
new threats. Human manual work cannot be re-
placed, but AI enables humans to sort things out
beforehand, otherwise they can only look for a
needle in a haystack.

Threat information must be actionable, current
and credibly validated if they are to be ingested
into computer operated defence systems. False
positives degrade the value of the system. A
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variety of methods have been developed to cre-
ate learning models that can be integrated with
firewalls, rules and heuristics. In addition more
work is needed to effectively support the limited
number of expert human hours available to eval-
uate the prioritised threat landscape flagged as
malicious in a Security Operations Center (SOC)
environment [Haa22].

3.5. Object Detection and
Situational Awareness

A military command needs to analyse the situa-
tion in real time. To do this, various sensors can
be used to send back information in the form of
text, images or video streams. In this context, AI
can be used to recognise objects such as vehicles,
troops or aircraft, and to classify them as friend
or foe [PCS25].

Based on this situational analysis, AI models can
then propose different scenarios depending on
the mission and objectives.

While current ML models can detect objects very
well in good conditions, identification becomes
more difficult if conditions change (weather,
environment, camouflage, etc.). The use of
synthetic images can be useful in this con-
text [Mei25]. In addition, it is currently very
difficult to identify abstract concepts such as vi-
olence in images.

The electromagnetic spectrum is becoming in-
creasingly crowded. On the one hand, this
makes reconnaissance (SIGINT) more and more
challenging and, on the other hand, radio sys-
tems must have more flexibility and cognitive
capabilities in order to be able to dynamically
select the available frequencies. In both cases,
the correct recognition of received signals is cru-
cial.

The proliferation of drones, or Unmanned Aerial
Vehicle (UAV), has raised significant safety con-
cerns due to their potential misuse in activities
such as espionage, smuggling, and infrastruc-
ture disruption. Drone detection and classifica-
tion systems that operate independently of UAV
cooperation can be effectively performed using
Deep Learning (DL) [Glü+24].
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4. Conclusion

4.1. Summary

Machine learning offers great opportunities in
the field of intelligence, as it does in many other
areas. The technology is disruptive and de-
serves the utmost attention. We have presented
various opportunities in relation to current re-
search topics. These opportunities also repre-
sent risks and cannot be realised without a num-
ber of preconditions.

On the one hand, the use cases presented show
that a certain amount of research work is neces-
sary in order to obtain secure, transparent, ro-
bust and trustworthy added value. However,
we must not lose sight of the fact that machine
learning is just one technology among many, and
that it is not the solution to every problem.

On the other hand, the opportunities cannot
avoid the risks associated with the use of this
technology. It is essential to integrate the risks
inherent in machine learning into the company’s
risk management processes.

Current trends give the illusion that large, pre-
trained models can solve all problems. As we
have described, this is an illusion. It is certainly
important to work with large models and open-
source data, if only to assess the potential of an
ill-intentioned lambda actor.

However, the added value of the application of
machine learning, in the context of intelligence,
can only be achieved with not just public but
quality own data. This potential for using own
data is only possible if good practice is applied to
data management and engineering processes.

Two opposing forces are at work here: on the
one hand, silos need to be broken down and
data made accessible in the form of products or
services, and not simply as a medium for busi-
ness applications in databases; these silos also
need to be overcome in terms of management
and governance. On the other hand, experi-
ence shows that quality data with integrity and

timeliness can only be managed as close to the
business as possible.

The challenge is to find the right compromise
between centralisation to eliminate silos and de-
centralisation to ensure quality. And in the con-
text of intelligence, data confidentiality, privacy
and security is a stumbling block that must not
be overlooked.

4.2. Future Development

In the future, we can expect to see an arms race
in the use of AI for intelligence purposes. De-
fence and detection processes are reactive, while
threats are intensifying in step with technolog-
ical developments. The dynamic developments
in AI make it possible to escape the defence pro-
cesses quickly. The challenge is to be able to
adapt to this dynamic with agility.

It is nevertheless undeniable that the AI will
speed up the intelligence cycle while increas-
ing its quality. The key point will be human-AI
teaming, i.e., use AI as an augmentation of hu-
man intelligence. But these same tools can be
used for both defensive and offensive purposes.
It is therefore vital to remain attentive and active
so as not to suffer the asymmetry of a technolog-
ical deficit.

There is currently some pressure to legislate on
the use of AI. We can therefore expect to have to
use these tools within a stricter or clearer frame-
work, particularly with regard to data protec-
tion.

It is presently very difficult to guarantee the
trustworthiness of AI models, which poses an
ethical and legislative challenge for their use.
However, we can expect to see greater maturity
in this area in the future. Various measures,
such as the Swiss AI Initiative1, are designed to
create value within a reliable framework.

1https://www.swiss-ai.org/
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As Prof. Sarah Summers from the Zurich Uni-
versity mentions [Sum25]: ’Even if an AI system
makes a "correct decision", the question remains as to
whether this can be explained or justified. (...) This
challenge emphasises the importance of legal regula-
tion. In liberal democracies, the commitment to the
rule of law and the idea that the state must follow cer-
tain procedures in the prevention, investigation and
punishment of criminal offences is of central impor-
tance. It is not only the correctness of the decisions
made that matters, but also how they are made.’

A balance will have to be found between regu-
lation, agility and security objectives. Malicious
actors act beyond any legislative or ethical con-
straints.
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A. Appendices

A.1. ISO Standards

According to [ISO23a; ISO23b], the documenta-
tion and management of data should include the
following topics, processes and controls, among
others:

Data for the development and improve-
ment of AI systems: The organization shall
define, document and implement data man-
agement processes for the development of
AI systems.

Procurement of data: The organization
must define and document details about the
sourcing and selection of data used in AI
systems. In particular, the date the data
was last updated or changed (e.g., date in
metadata); for ML, the categories of data
(e.g., training, validation, test, and produc-
tion data); categories of data (e.g., as de-
fined in ISO/IEC 19944-1); procedures for
labeling the data; intended use of the data.
Procurement processes need to be adapted
to manage the procurement of data, not just
systems and services.

Quality of data for AI systems: The or-
ganization must define and document data
quality requirements and ensure that the
data used to develop and operate the AI sys-
tem meets these requirements. Data quality
should be reviewed on an ongoing basis so
that the AI-generated models can be contin-
uously checked (security, bias, data poison-
ing, interpretability, effectiveness, robust-
ness, etc.).

Data provenance: The organization must
establish and document a process for
recording the provenance of the data used
in its AI systems over the lifecycles of the
data and the AI system. This applies in par-
ticular to the storage and disposal of data,
potential problems and biases.

Data preparation: The organization must
define and document its criteria for select-
ing data preparations and the data prepa-
ration methods to be used. Targeted:

– Required data and data sets are iden-
tified, sampled and procured.

– The training data and, if applicable,
the validation data are prepared, for-
matted and made available to the ML
models.

– Test data is prepared for testing or val-
idation.

– Data is prepared for manual analysis
in order to gain a better understanding
and support the AI data and model
development processes.

– Automated processes, if available, for
extracting, transforming and loading
the data are identified.

– Any recording and use of personal in-
formation in the data is done in accor-
dance with applicable laws and legal
requirements.

– Artifacts (e.g. metadata) for trace-
ability, documentation, maintenance
of data and automated process, includ-
ing configuration management, are
created.

– The data is decommissioned in good
time.

– Multimodal data is managed.

A.2. NIST AI 600-1

The NIST AI 600-1 [NIS24] identifies the follow-
ing risks related to the use of GenAI:
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1. CBRN Information or Capabilities: Eased
access to or synthesis of materially nefar-
ious information or design capabilities re-
lated to Chemical, Biological, Radiological,
or Nuclear (CBRN) weapons or other dan-
gerous materials or agents.

2. Confabulation: The production of confi-
dently stated but erroneous or false content
(known colloquially as “hallucinations” or
“fabrications”) by which users may be mis-
led or deceived.

3. Dangerous, Violent, or Hateful Content:
Eased production of and access to violent,
inciting, radicalizing, or threatening con-
tent as well as recommendations to carry
out self-harm or conduct illegal activities.
Includes difficulty controlling public expo-
sure to hateful and disparaging or stereo-
typing content.

4. Data Privacy: Impacts due to leakage
and unauthorized use, disclosure, or de-
anonymization of biometric, health, loca-
tion, or other personally identifiable infor-
mation or sensitive data.

5. Environmental Impacts: Impacts due to
high compute resource utilization in train-
ing or operating GenAI models, and re-
lated outcomes that may adversely impact
ecosystems.

6. Harmful Bias or Homogenization: Ampli-
fication and exacerbation of historical, soci-
etal, and systemic biases; performance dis-
parities between sub-groups or languages,
possibly due to non-representative training
data, that result in discrimination, ampli-
fication of biases, or incorrect presump-
tions about performance; undesired ho-
mogeneity that skews system or model
outputs, which may be erroneous, lead
to ill-founded decision-making, or amplify
harmful biases.

7. Human-AI Configuration: Arrangements
of or interactions between a human and
an AI system which can result in the hu-
man inappropriately anthropomorphizing
GenAI systems or experiencing algorithmic
aversion, automation bias, over-reliance, or

emotional entanglement with GenAI sys-
tems.

8. Information Integrity: Lowered barrier to
entry to generate and support the exchange
and consumption of content which may
not distinguish fact from opinion or fic-
tion or acknowledge uncertainties, or could
be leveraged for large-scale dis- and mis-
information campaigns.

9. Information Security: Lowered barriers for
offensive cyber capabilities, including via
automated discovery and exploitation of
vulnerabilities to ease hacking, malware,
phishing, offensive cyber operations, or
other cyberattacks; increased attack surface
for targeted cyberattacks, which may com-
promise a system’s availability or the confi-
dentiality or integrity of training data, code,
or model weights.

10. Intellectual Property: Eased production or
replication of alleged copyrighted, trade-
marked, or licensed content without autho-
rization (possibly in situations which do not
fall under fair use); eased exposure of trade
secrets; or plagiarism or illegal replication.

11. Obscene, Degrading, and/or Abusive Con-
tent: Eased production of and access to ob-
scene, degrading, and/or abusive imagery
which can cause harm, including synthetic
child sexual abuse material (CSAM), and
nonconsensual intimate images (NCII) of
adults.

12. Value Chain and Component Integration:
Non-transparent or untraceable integration
of upstream third-party components, in-
cluding data that has been improperly ob-
tained or not processed and cleaned due
to increased automation from GenAI; im-
proper supplier vetting across the AI life-
cycle; or other issues that diminish trans-
parency or accountability for downstream
users.
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